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"O HamnpaBneHuu uHbopmarun"

(BMecTe ¢ "MeToandecKuMy PEKOMEHAAIMAMHI O Pa3MEIICHUH Ha WH()DOPMAITMOHHBIX
CTeH/aX, OPUIIHATBHBIX HHTEPHET-CANTAX U APYTUX UH(HOPMAIIMOHHBIX pecypcax
0011e00pa3oBaTeIbHBIX OPraHU3alliii U OPTaHOB, OCYIECTBIISIIONINX yIpaBieHue B chepe
oOpazoBanusi, ”HGopMaluu 0 0€30MaACHOM MOBEJICHUH U UCTIOJIb30BaHUU ceTH "MHTepHeT")

METOOUWYECKME PEKOMEHOALUAU
O PA3SMELLEHMU HA UH®OPMALIMOHHBLIX CTEHAAX, O®PULINATIbHbIX
WHTEPHET-CAUTAX U OPYTUX MH®OPMALIMOHHbIX PECYPCAX
OBLUEOBPA30BATEJIbHbIX OPFAHU3ALIUA 1 OPFAHOB, OCYLLECTBNAIOWMUX YNPABNEHUE B COEPE OEPA3OBAHUA,
WH®OPMALIMM O BE3OMNMACHOM NOBEOEHUU U NCNOJIb3OBAHUU CETU "MHTEPHET"

Okcneptamn M udneHamu BpemeHHon komuccum CoBeta depepaumm No pasBuUTUIO MHAOPMALMOHHOIO
obLecTBa B paMKkax BbINOSIHEHWS peKoMeHAaLui napnameHTCKMX crnylaHni "AkTyanbHble Bonpockl obecneyeHns
BesonacHoCcTW 1 pa3BuTUS geTen B MHAOPMaLMOHHOM NpocTpaHcTBe", koTopble npownu B Coete Pepepaumm 17
anpens 2017 r., 6binM paspaboTaHbl MeTOAMYecKMe peKkoMeHAauMnm O pasMelleHuM Ha WMHAGOPMALMOHHbIX
cTeHAax, oduuuanbHbIX WHTEPHeT-calTax W APYrux WHAPOPMALIMOHHBIX pecypcax obllieobpasoBaTenbHbIX
opraHv3auMn 1 opraHoB, OCYLLEeCTBMAIOWUX yrnpasBneHne B cdepe obpasoBaHus, nHdopmaumm o GesonacHoM
nosedeHun 1 ncnonb3oBaHumn cetn "MiHTepHeT" (ganee - MeTognyeckme pekomeHgaumm).

MeToanyeckne pekoMeHOauuMu HanpaereHbl Ha KayeCTBEHHOE MOBbILEHUE YPOBHSA WHAOPMAaLMOHHOW
OeATenbHOCTM 06LeobpasoBaTenbHbIX OpraHuM3auuii 1 OpraHoB, OCYLLUECTBNAWWMUX yrpasreHve B cdepe
obpasoBaHusi, B 4acT¥ WH(OPMMPOBAHMS Y4yalUMXCsl, WX poauTernen (3aKOHHbIX NpeacTaBuTenei) u
nenarormyecknx paboTHUKOB 06 OCHOBHBIX acnekTax MHOPMaLNOHHON Ge30nacHoCTU.

MeTognuyeckne pekomeHzaumm  No3BonAT  obuieobpasoBaTenbHbIM  OpraHM3auMsaM U opraHam,
OCYLLECTBIAIOLWMM yrpaBneHve B cpepe obOpasoBaHus, akTyanM3upoBaTh yXXe UCMONb3yeMble U pas3MeLleHHble
MHOPMaLMOHHBIE MaTepuarbl, Tak U MOATOTOBUTb UX B Cry4yae WX OTCYTCTBUSI C YYETOM MyYLUMX MPaKTUK U
pekomMmeHaauunn.

B pamkax meTognyeckmx pekoMmeHgauumn paccMaTpmBalTCs Cregyowme MHCTPYMEHTbI:
1. MHbOpMaLMOHHLIE CTEHAbI;
2. ohmumansHble MHTEPHET-PECYPCI;

3. cpefcTBa MaccoBOW MHGOPMaLUK (LUKOSbHbIE ra3eTbl, Megarornieckme u3gaHus n gpyrue).

MUHdopmaLmnoHHbIe cTeH
Ha nHdopmaumoHHbIx cTeHaax B obweobpasoBaTenbHbIX OpraHu3auusix, pacnosioXeHHbIX B hoMe yupexaeHun u
B KabuHeTax, OCHaLLEHHbIX MepcoHanbHbIMWU YCTPOWCTBaMU AN Bbixoga B ceTb "MIHTepHeT", pekomeHayeTcs
pasMecTuTb MH(OPMaLUUOHHbIE MaMATKKU, COoAEepXalune OCHOBHble COBETbl Mo obecnevyeHnto MHPOPMAaLMOHHON
BesonacHOCTH yyaLLmMXcs.

B npunoxeHun N 1 Kk MeTOoaUYECKMM pekoMeHaaumnsamM npeacTtasneH obpasew namMATKA ANA pa3MelleHns Ha
MHAOPMALIMOHHBIX CTEHaaX.



CpepcTtBa MaccoBou MHdopmaLmm

B cpepnctBax mMaccoBoOW MHOpMaUuUM, OPUEHTUMPOBAHHBLIX Ha OOy4YaloLUMXCs, PEKOMEHOYETCs B TedeHue
yyebHoro roga perynspHo nybnukoBaTb WH(OPMALMOHHbIE MaTepuarbl, NOCBALLEHHbIE OTAEeNbHbIM acrnekTam
MHOPMaLMOHHON 6e30NacHOCTK, a TaKKe pasnnyHblie NaMATKM OBLLLEro xapakTepa.

B cpeactBax MaccoBoOil  MHMOpMaUUW, OPUEHTMPOBAHHbIX Ha Medarormyeckyto  obLLEeCTBEHHOCTb,
pekoMeHOyeTCs B TEYEeHWe KareHOapHoro rofga perynsipHo nyGnukoBaTe WHOPMaUMOHHbIE MaTepuarnsbl,
NOCBSILLEHHbIEe OTAENbHLIM acnekTaM MWHGOPMAaLUMOHHONW 6e30MNacHOCTU KaK HeCOBEPLUEHHOMETHUX, Tak W
obeobpasoBaTenbHbIX OpraHusauMii, a Takke pasfuyHblie naMaTky, 0630pbl HOPMAaTMBHO-MPABOBOIO
perynvpoBaHusl 4aHHOW cdepbl 1 MHOPMAaLMIO O akTyarnbHbIX MEPOMNPUSATUAX U COBLITUAX B AaHHOI cdepe.

B xome npoeegeHus EguHoro ypoka no 6esonacHoctn B cetu "MIHTepHeT" pekomMeHayeTcsi obecneynTb
BbINYCK TEMaTMYEeCKOro BbiNycka CPeACTBa MacCOBOW MHAopmauum nmbo cepum nybnukaumi, cpeou KoTopbix
paccMoTpeTb OpraHM30BaHHbIE MEPONPUATMA AN 0bydvalowmnxcs, Ux poguTtenen (3akoHHbIX NpeacTaBuTenen) m
negarornyeckom obLLecTBEHHOCTH.

OdmumanbHble UHTepHeET-pecypchbl

O6LeobpasoBaTenbHbiM OpraHu3auMsM pekoMeHOyeTCs Ha cBoux odwuumanbHbiX WHTEepHeT-pecypcax
obecneuntb (PYHKLUMOHUPOBAHWE CaMOCTOSATENBHOIO U cneuuanusmposaHHoro pasgena "MIHOOPMALMOHHAA
BE3OIMACHOCTb", B pamkax KOTOpOro npeaycMOTpeTb pa3meLLeHne creayoLwen nHdopmMauun:

N | Pasgen/nogpasgen dopmat npegcraBneHns CopgepxaHvne maTepumarnos
maTepuanos
1. |JlokanbHble Konun gokymeHTOB B PasmeLatoTcs konum 4OKYMEHTOB, T.€.

HOpMaTMBHbIE aKkTbl B | dopmaTte *PDF CKaHMPOBaHHbI BapuaHT AOKYMEHTA,
chepe obecneyveHus COOTBETCTBYHIOLLMI TPEOOBaHNAM K
WMHOPMALIMOHHOM napameTpamM CKaHWpOBaHWS.
BesonacHocTn PasmeLlyaotca JOKYMEHTH,
oby4yaromxcs pernaMeHTUpyloLne opraHm3aumio n

paboTy C NepcoHanNbHbIMN AaHHBIMMU,
nnaHbl MeponpuaTUA No obecnevyeHnto
MHopMaLnoHHONM Ge3onacHOCTH
oby4yatoLmxca u gpyrue.

2. |HopmaTtnsHoe Konuvn gokymeHTOB B MybnukyloTca akTyanbHble CBeAeHUs O
perynuposaHue dopmarte *PDF defepanbHbIX U permoHarnbHbIX 3aKoHaXx,
nucbMax opraHoB BNacTu u apyrue
HOPMaTUBHO-NPAaBOBbIE JOKYMEHTHI,
pernameHTupytoLime obecneyeHne
NHGOPMaLMOHHON Ge3onacHoCTH

HeCcoBepLUeHHONETHUX. ,D,OI'IyCKaeTCFl
BMECTO KOMuUM pasmMellaTb r’mnepcchbiyikn Ha
COOTBETCTBYOLNE OOKYMEHTbI Ha cantax
opraHoB FOCyﬂ,apCTBeHHOVI BnacTu.

3. [Meparormnyeckum TekcT Ha cTpaHuue Pasmelatotcs meTognyeckme
paboTHUKam caunTa pekomMeHZaummn 1 ykasblBaeTcs
Konuu gokymeHTOB B NHdopMaLma 0 MeEpPONPUATUSX, NPOEKTax
dopmarte *PDF W nporpaMmmax, HanpasneHHbIX Ha

nosblleHne MHHOPMaLMOHHOM
rPaMOTHOCTM NeJarornyecknx paboTHUKOB.

4. |0O6yvatowmmcs TekcT Ha cTpaHuue Pasmeluaetca nHopMaLnoHHasa namsaTka

cauta (npunoxeHue N 2) u ykasbiBaetcs

WHpopMaLns O MepONPUATUSIX, MPOEKTax
M MporpaMmMax, HarnpaBneHHbIX Ha
NoBbILLEHNE UH(OPMALIMOHHON
rpPamMoTHOCTM 0By4atoLLUXCS.




5. |PoanTtenam (3akoHHbIM | TEKCT Ha cTpaHuue PasmeluaeTcsa MHopMaLMOHHasa namsaTka

npeacraBuUTeENsAM) caunTa (npunoxenue N 3).
obyuatomuxcs

6. |[eTckme 6e3onacHble | TeKCT Ha cTpaHuue PasmeluaeTcsa uHdopmauus o
canThbl caunTa peKoMeHAyeMbIX K UCMOMb30BaHUIO B

y4yebHOM npouecce 6e3onacHbIX canTax,
©aHHepbl 6e30MacHbIX AETCKNUX CaNTOB.

OpraHam, oCyLLeCTBNSIIOWLMM ynpaBreHne B ccepe 06pas3oBaHmsl, PEKOMEHOYETCS Ha CBOUX odbuLmanbHbIX
NHTepHeT-pecypcax obecneunTtb YHKLUMOHUPOBAHME CaMOCTOATEMBHOIO W CheuManns3MpoBaHHOro pasgena
"MiHdopmaLmoHHasa 6e30nacHOCTL", B paMKkax KOTOPOro npegycMoTpeTb pasmeLLleHre cnegyroLlen nHpopmaumm:

MpunoxeHue N 1

MAMATKA )
ANSl OBYHAIOLLMXCS OB MH®OPMALIMOHHOWN BE3OMNACHOCTY AETEM

HENb3A

1. Bcem nogpsa coobuatb CBOK YacTHYIO MHAOpMaLmMIo (HacToswme nms, dbamunuio, TenedoH, agpec,
HOMep LUKOSbI, @ Takke poTorpadmm cBon, CBOEW CEMbU N ApY3EN);

2. OTKpbIBaTb BMOXeHHble haiinbl 3NEKTPOHHOM NOYTbLI, KOr4a He 3Haellb OTNpaBUTeNs;
3. pybuTb, NpuampaThcsl, okasbiBaTb AaBMNeHWE - BECTU cebsi HEBEXKITMBO M arpecCUBHO;
4. He pacnopsikaiics aeHbramv TBoei cemMbi 6e3 paspelleHns cTaplumx - BCerga cnpalunsaii poautenei;

5. He BcTpevaiicsi ¢ IHTEpHET-3HAaKOMbIMI B peanbHOM XXU3HW - NOCOBETYICS CO B3POC/bIM, KOTOPOMY
JosepseLlb.

OCTOPOXHO

1. He Bce nuwyT npaeay. YnTtaelwb o cebe Henpaeay B VIHTepHeTe - coo6Lum 06 3TOM CBOMM poauTensm
W1 onekyHam;

2. MNpurnawatoT nepenuckbiBaTbCs, Urpatb, 0OMEHNBATLCS - MPOBEPb, HET NN NOABOXA;
3. He3akoHHoOe konupoBaHue ¢annoB B IHTepHeTEe - BOPOBCTBO;
4. Bcerpa pacckasbiBai B3pocibiM 0 npobnemax B CETU - OHW Bceraa nomoryT;

5. Ncnonb3yn HacTponkyu 6€30NacHOCTU U MPUBATHOCTU, YTOObI HE MOTEPSATH CBOU aKKayHTbI B COLICETAX U
Apyrux nopranax

MOXHO
1. YBaxan gpyrux nonb3oBatenem;
2. Nonbsyewbca NHTEPHET-UCTOYHUKOM - [erialn CChIfKY Ha Hero;
3. OTKpbIBan TOMbKO T€ CCbIMKKN, B KOTOPbLIX YBEPEH;
4. ObwaTbcs 3a NOMOLLIbIO B3POCIbIM - POAUTENW, ONEKYHbI 1 aAMUHUCTPALIMSA CanToB BCErga nomoryT;

5. MNpongu obydeHne Ha canTe "CeTeBNYOK" 1 NOMy4Yn nacnopt LUMdPOoBOro rpaxxgaHuHal



MpunoxeHne N2
MH®OPMALIMOHHAA NMAMATKA
ANA OBYYAIKOLLUUXCA ANA PASMELLEHUA
HA O®ULIMATIBbHbLIX UHTEPHET-PECYPCAX

C kaxablM rogomM MOMoAEeXW B UHTEPHETE CTaHOBUTbCA Bornblie, a LUKOMbHUKA OOHU U3 CaMbIX aKTUBHbIX
none3oBartener PyHeTa. Mexgy Tem, NOMMMO OFPOMHOrO KONMYECTBa BO3MOXHOCTENW, WHTEPHET HeceT U
npobnembl. 3Ta NamMATKa JOMMKHA NomMoyb Tebe 6e3onacHO HaXoaANTbLCS B CETU.

KOMI'IbIOTeprIe BUPYCbI

KomnbloTEPHBIA BUPYC - 9TO Pa3HOBMAHOCTb KOMMbIOTEPHBLIX MPOrpamm, OTIAMYUTENbHON OCOBEHHOCTBIO
KOTOpPOM $BMSIETCS CMOCOOHOCTb K pasMHOXeHMo. B gononHeHue K 3TOMy, BUPYCbl MOryT MOBpeAnTb UMK
MOMHOCTbI YHUUYTOXUTb BCe (pavnbl M AaHHble, NOAKOHTPOSbHbIE MONb30BaTEMNO, OT MMEHW KOTOPOro Obina
3anyLieHa 3apaxeHHas nporpaMmMa, a Takke NoBpeauTb UK Jaxe YHUUYTOXWTb ONepaLMoHHY0 CUCTEMY CO BCEMU
¢annamm B uenom. B BonbIMHCTBE CnyvyaeB pacnpoCTPaHATCA BUPYChl YEPE3 UHTEPHET.

MeTogb! 3aWwuTbl OT BPEOOHOCHbIX nporpamMmm:

1. Wcnonb3yi coBpeMeHHbIe onepaLoHHbIE CUCTEMbI, UMEIOLLNE CEePbEe3HbI YPOBEHb 3aLLUTLI OT
BPEAOHOCHbIX NPOrpaMmm;

2. ocToAHHO ycTaHaBnMBaW navtu (UMAPOBbIE 3annaTkv, KOTOpble aBTOMaTUYeCKN yCTaHaBNMBAlOTCH C
uenbto gopaboTku nporpammbl) U gpyrme oGHOBNEHWUsI CBOEN onepaumoHHON cucTeMbl. CkaumBam UX TONbKO C
oduymnansHoro carnta paspabotunka OC. Ecnu cylecTByeT pexum aBTOMaTn4eckoro OOHOBIEHUS, BKIHOYN €rO0;

3. Pabortali Ha cBoeMm KOMnblOTEPE NOA4 NpaBaMu nosfib3oBaTtesid, a He agMUHUCTpaTopa. 3T0 He No3BONUT
6OJ'IbIJJI/IHCTBy BPeAOHOCHbIX nporpamMm UMHCTaNMMpoBaTbCA Ha TBOEM NepCcoHalibHOM KOMMNbIOTEPE;

4. Vcnonb3yi aHTUBUPYCHbIE NPOrpaMMHble NPOAYKTbI U3BECTHLIX NPOU3BOAUTENEN, C aBTOMATUYECKUM
obHoBReHneMm 6as;

5. OrpaHnyb M3NYECKMin 4OCTYN K KOMMbIOTEPY OISt TOCTOPOHHUX L

6. Vicnonb3yi BHeLLHME HocUTenNu nHpopmaumm, Takne Kak cneLuka, gUCK unu damn n3 HTepHeTa, ToNMbKo
N3 NPOBEPEHHBIX MCTOYHUKOB;

7. He oTkpblBai kKOMMbOTEPHbIE (halnbl, NONYyYEeHHbIE U3 HEHaAEXHbIX UCTOYHUKOB. Jaxe Te dainsl,
KOTOpbIe Mpucnan TBOM 3HAKOMbIN. Jlydlle yTOYHM Y Hero, OTNpaBnsan nm oH Tebe umx.

Cetn WI-FI

Wi-Fi - aTo He BMA nepedayn OaHHbIX, HE TEXHOMOrus, a Bcero nuwb 6peHa, mapka. Ewe B 1991 rogy
HuaepnaHackass KomnaHws 3apeructpupoBana 6peng "WECA", yto obosHadvano cnoBocodeTaHue "Wireless
Fidelity", koTopbIi nepeBoanTCA Kak "decnpoBogHas TOYHOCTL".

[o Hawero BpemeHu fowrna gpyras abbpesBuaTypa, koTopas SIBMAsieTCA TaKOW Xe TexHonornen. 370
abbpeBunatypa "Wi-Fi". Takoe Ha3BaHue ObINO 4aHO C HAMEKOM Ha CTaHAapT BbiCLUEN 3BYKOBOW TeXHUKM Hi-Fi, 4to
B NepeBode 03Ha4vaeT "BbliCOKasi TOYHOCTbL".

Oa, OecnnaTtHbIN WHTEePpHeT-A40CTyNn B Ka(be, oTeNnAxX M asponopTtax dABnAeTcA OT/INYHON BO3MOXHOCTbIO
BblXO4da B UHTEPHET. Ho mHorune 9KCNEepPThbl CHUTAKOT, 4YTO 06U.J,eﬂ,OCTyI'IHbIe Wi-Fi ceTu He aBnsitoTcs 6e3onacHbIMU.

CoBeTbl N0 6e3onacHocTn paboTtbl B 06LenocTynHbix cetax Wi-fi:

1. He nepepgasali cBO nn4Hy0 MHopmauumto Yyepes obenoctynHblie Wi-Fi ceTn. PaboTtas B HuX,
XenatenbHO He BBOAMTb Maponv AOCTYNa, FIOrMHbl U Kakne-To HOMepa;

2. Ncnonb3yn n 06HOBMAN aHTUBMPYCHLIE NporpaMmbl 1 6paHamayep. TeM cambiM Tl 06e3onacuilb cebs ot
3aKauyku BMpYyca Ha TBOE YCTPONCTBO;

3. MNpwu ncnonbsoBanun Wi-Fi otknioun dyHkuuio "O6wmn goctyn Kk doarnnam un npuHtepam”. [JaHHas dyHKUns
3aKkpbiTa MO YMONYaHWIO, OL4HAKO HEKOTOpble MOMNb30BaTENM akTUBUPYIOT ee Ans yaobcTBa MCNONb3OBaHWUS B
paboTte nnu yyebe;

4. He ucnonb3yn nyonuuHein WI-FI gnst nepegaym nuyHbIX AaHHBIX, HAaNnpuUMep Ansi BbiIXoga B coumarnbHble
CeTU UINKN B 3NEKTPOHHYIO MOYTY;

5. Vcnonb3yn Tonbko 3awmiieHHoe coeamHeHne yepes HTTPS, a He HTTP, 1.e. npu Habope BeG-agpeca
BBOAM MMeHHO "https://";



6. B mobunbHom TenedoHe oTknoumn pyHkumio "TogkntoveHune k Wi-Fi aBTomaTtudeckn". He gonyckam
aBTOMaTU4eCKOro noaknyeHnsa yctponctea k cetam Wi-Fi 6e3 TBoero cornacus.

CoumanbHble ceTu

CoumanbHble CeTV akTUBHO BXOAAT B Hally XXM3Hb, MHOIME Nntoay paboTaloT M XKMUBYT Tam MOCTOSIHHO, a B
Facebook yxe 3apeructpupoBaH mMunnuapg 4YenoBek, YTO SBNAETCA OOHOW CeAbMOW BCEX XWUTEernewn nnaHeTbl.
MHorve nonb3oBaTenn He MOHWMAOT, YTO MHAOPMaLNA, pasMeLLEHHAa MU B couMarbHbIX CETSX, MOXET ObITb
HalieHa 1 ucnornb3oBaHa Kem yrodHo, B TOM YMCre He ob6s3aTenbHO ¢ Grnarumm HaMmepeHusIMU.

OcHoBHble coBeTbl N0 6e30NacHOCTU B CoLMarnbHbIX CETSAX:

1. OrpaHnyb cnucok apysen. Y 1ebs B Apy3bsX HE AOMKHO ObiTb CNyYamHbIX U HE3HAKOMbIX Noaen;

2. 3awumwian CBOK YacCTHYH XM3Hb. He ykasbiBal naponu, TenedoHbl, agpeca, AaTy TBOErO pPOXOAEHUS U
OPYry0 NNYHY0 MHOpMaLno. 3NMOYMbILLSIEHHMKU MOTYT MCMOMb30BaTh AaXe MHGOPMaUUIo O TOM, KaK Tbl U TBOU

poauTenun ninaHnpyeTe nNpoBeCTU KaHUKYIbI;

3. 3awmiian cBolo penyTauuio - AepXn ee B YNCTOTe U 3afaBait cebe BONpoc: xoTen 6bl Thl, YTOGLI Apyrue
nonb3oBaTenu BUAENM, YTo Tbl 3arpyxaelub? Mogymai, npexae Yem YTo-To onybrnMkoBaTb, HanUcaTb U 3arpysunThb;

4. Ecnu Tbl roOBOPULLb C NIOAbMU, KOTOPbLIX HE 3HAELLIb, HE UCMONb3Yl CBOE pearnbHOe MMS U APYryo NINYHYIO
WHbopMaLnn: UMsi, MECTO XUTENbCTBA, MECTO y4ebbl 1 Nnpoyee;

5. N3beran pasmelleHuns dotorpacuii B IHTepHeTe, rae Tbl n3obpakeH Ha MECTHOCTU, MO KOTOPON MOXHO
onpegenuTb TBOE MECTO HaXOXAEHNS.

6.Npu perncTpaumm B coumanbHOM ceTn HEOBXOANMMO UCNONBb30BaTb CIOXHbBIE NApONn, CoCTosALME U3 OyKB
uUMdp 1 C KONMYECTBOM 3HAKOB He MeHee 8;

7.0nsa coumnanbHOW CeTu, NOYThI U APYrMx CanToB HEOBXOAMMO MCMONb30BaTh pasHble Nnaponu. Torga ecnu
TebsA B3NOMaloT, TO 3M0YMbILLMIEHHMKN NONyYaT 4OCTYN TOMLKO K OAHOMY MECTY, a He BO BCe Cpaay.

OneKTPOHHbIe AEHbLIN

aﬂeKTPOHHbIe AEHbIN - 3TO OYEHb y,D,O6HbIIZ cnocob nnarexen, ogHako CyWweCTBYHOT MOLUEHHUKN, KOTOPpble
XOTAT NONYYUTb 3TU OEHbIN.

aﬂeKTpOHHble OeHblIn NoABUINNCb cCOBCEM HelaBHO N UMEHHO M3-3a 3TOr0 BO MHOIMX rocyaapcrtBax Ao CUxX
Nnop He nNponncaHo Npo HMX B 3aKOHax.

B Poccun xe oHu q)yHKU,VIOHVIp)/IOT M O HUX yxXe NnpornncaHo B 3aKOHe, rge Ux pasgendroT Ha HEeCKOJ1bKO
BWMOOB - @HOHUMHbIE U HE aHOHUMHble. Pas3Huua B TOM, YTO aHOHMUMHbLIE - 3TO Te, B KOTOpPbIX paspeLlaeTcd
npoBoAuTb onepaunn bes I/IﬂeHTI/ICbI/IKaLI,I/II/I nonb3oBaTternid, a B HeaHOHUMHbIX I/I,D,eHTI/I(*)I/IKaLI,I/Iﬂ nosib3oBaTend
aBnsieTcs 06s3aTeNbHOMN.

Tarke crnegyeTt pasnuyaTb 3MEKTPOHHbIE hruaTHble AeHbrM (PaBHbI FOCY4AaPCTBEHHbLIM BantoTam) u
9MEeKTPOHHble HedmaTHble AeHbIN (He paBHbl FOCY4apCTBEHHBIM BanioTam).

OcHoBHble coBeTbl N0 6Ge3onacHom paboTe ¢ ANeKTPOHHBIMU AeHbramu:
1. MpuBsKM K cHETY MOOUNBHbLIA TenedgoH. ATO caMbiit yaoOHLIN 1 BbICTPLIA CNOCO6 BOCCTAHOBUTL AOCTYM K
cyety. lMpuBaA3aHHbIN TenedOoH MOMOXET, ecnu 3abygellb CBOW MMaTeXHbLIM Napornb UM 3akdellb Ha CanT C

HEe3HaKoOMOro yCTpOVICTBa;

2. Vcnonbayit ogHopasoBble naponu. Mocne nepexoda Ha ycUNeHHyto asTopusaumnio Tebe yxe He GyaeT
YrpoXaTh OMNaCHOCTb KpaXku UNu nepexeara nnaTexHoro napons;

3. Bbibepu cnoxHein naponb. lNMpectynHukam ©6yaeT He MNpOCTO yragaTb CNOXHbIA Naponb. HagexHbie
naponu - 3To Naponu, KoTopble coaepXaTt He MeHee 8 3HaKOB U BKIOYaoT B cebs CTPOYHbIE 1 MPONUCHbIE BYKBHI,
uMdpbl U HECKOSNTbKO CUMMBOMOB, Takue Kak 3HaK gonnapa, yHTa, BocKnuuaTeNbHbl 3HaK u T.n. Hanpumep,
$tRONg!;;

4. He BBOAM CBOW NM4YHbIE AaHHble Ha caiiTax, KOTOpbIM He JoBepsiellb.

OneKTPOHHas noyta

OneKTpoHHasA noyTta - 9TO TEXHOMOorMs WM npefocTaBngeMble €k YCryru no nepechbifike U MNonyyYeHuto
3NEKTPOHHbIX COOBLLEHNI, KOTOpble pacnpenenstoTcs B KOMMNbIOTEPHOW ceTu. OBObIYHO 3rEKTPOHHLIN MOYTOBLIN



AWK BbIMMAANUT Credylowmm obpasom: UMs_Monb3oBaTena@umvs_goMeHa. Takke KpoMme nepepayv npocToro
TEKCTa, UMeeTcsl BO3MOXHOCTb Nepefasatb dannbl.

OcHoBHble coBeTbl Mo 6e3onacHon paboTe ¢ 3NeKTPOHHOW NOYTON:

1. Hapo BbI6paTth NpaBuribHbIA NOYTOBLIV CEPBUC. B MHTEpPHETE €CTb OrpOMHbIN BbIGOP GecnnaTHbIX
NMOYTOBbIX CEPBMCOB, OOHAKO fy4lle JOBEPSTb TEM, KOro 3HaeLlb U KTO NepPBbIA B PENTUHTE;

2. He ykasbiBal B NMYHOM NOYTE NMYHYI0 MHopMaumio. Hanpumep, ny4ile BoiopaTb
"My3blkanbHbIn_paHat@" nnm "pok2013" BmecTo "tema13";

3. Vicnonb3yii AByxaTanHyto aBTopu3aumo. 3To Korga noMMMO Naporisi Hy)KHO BBOAUTb KOA, NPUCHINIaeMbii
no SMS;

4. Bbi6epu cnoxHbi naponb. [Ansa KaXgoro novToBOro slmka AomkeH ObiTb CBOM HaOEXHbIN,
YCTOMYUBBIN K B3fIOMY Naporb;

5. Ecnu ecTb BO3MOXHOCTb Hanucatb camMomy CBOW JINYHbIN BOMNpOC, VICFIOJ'IbSyVI 3TY BO3MOXXHOCTb;

6. Wcnonb3ayii HECKOMNbKO NOYTOBbIX AWMKOB. [MepBbiit AN YacTHOW Nepenucky ¢ agpecaTtamm, KOTOPbIM Tbl
fAoBepsiellb. ATO 3MEKTPOHHLIN agpec He HaJo UCMoNb3oBaTh NpY PercTpauun Ha dopymax u canTtax;

7. He oTkpbiBan dannsl 1 Apyrme BNOXEHUS B MMCbMaXx, AaXe eCrivu OHW NpuLWnn OT TBOUX gpy3en. Jlydwe
YTOYHM Y HUX, OTNPABNANN N1 oHW Tebe aTn dannsbl;

8. lNocne okoH4YaHWs paboTbl Ha NOYTOBOM CepBUCE Nepen 3akpbiTUeM BKNaaku C CanToM He 3abyab HaxaTb
Ha "BbIATI".

KMGepGynnuHr unu BupTyanbHoe unsgeBatesibCTBO

KnbepbynnuHr - npecnegoBaHve COOOLEHNAMU, CoaepKaLLMMN ocKopbneHns, arpeccuto, 3anyrmpaHue;
XYNUraHCTBO; couunanbHoe O0MKOTUPOBAHME C NMOMOLLbIO Pa3fnnYHbIX MHTEPHET-CEPBUCOB.

OcHoBHble coBeTbl N0 6opbbe ¢ kKMbepbynMHrom:

1. He 6pocaica B 6on. JNyywmin cnocob: nocoBeToBaTbCH Kak cebs BECTM U, €CNN HET TOro, K KOMY MOXHO
06paTUTbCs, TO BHayane ycnokoutbcs. Ecnu Tbl HauHelWwb oTBeYaTb OCKOPONEHUAMM Ha OCKOPGNEHUs, TO TOMbKO
elle 6onblue pasoxkeLlb KOHINKT;

2. YnpaBnsan cBoen knbeppenyTtaunen;

3. AHOHMMHOCTb B ceT MHUMas. CyLLeCcTBYIOT CNOCO6bLI BbISCHUTL, KTO CTOUT 3@ aHOHUMHbIM akkayHTOM;

4. He cTouT BECTU XynuraHckuii obpas BUpTyarnbHOMN Xn3Hu. IHTepHeT dukcnpyeT BCe TBOM AENCTBUSA U
coxpaHsieT ux. Yganutb ux 6ygeT kpaviHe 3aTpyAHUTENbHO;

5. Cobnitogal CBOK BUPTYarbHYK YEeCTb CMOJIOAY;

6. UrHopupyw egmHnyHbin Heratnue. OgHopa3oBble OCKOPOUTENbHbIE COOOLLEHMS NyYlle UTHOPMPOBaTb.
OO6bIYHO arpeccus NpekpaLlaeTcs Ha HavanbHOW cTaauu;

7. BaH arpeccopa. B nporpammax o6meHa MrHOBEHHbIMW COOBLLEHNSIMU, B cOLMarbHbIX CETAX €CTb
BO3MOXHOCTb G/TOKMPOBKM OTNpaBKun cOobLLEeHWI C onpeaeneHHbIX aapecos;

8. Ecnu Tbl cBMaeTenb knbepbynnuHra. TBOM AeNCTBUS: BbICTYNUTb MPOTMB NpecregoBaTtens, nokasarb emy,
YTO €ero OenCTBUS OLEHWBAKOTCH HeraTMBHO, NOAAEpXaTb XePTBY, KOTOPOM HYXHa MNCMXOriornyeckasi NomoLLb,
CoOoOLWNTb B3pOCIbIM O (hakTe arpecCUBHOroO NOBEAEHMWS B CETU.

Mo6unbHbI TenedoH

CoBpeMeHHble cMapTOHbI U MnaHWeTbl coaepxaT B cebe BNosHe B3pOoCsblii (hyHKLMOHAr, U Tenepb OHU
MOTYT KOHKYPUPOBATb CO CTaLMOHApHbIMK KOMMbtoTepaMmu. OgHako, CpeacTB 3aluThl AN Nogo6GHbIX YCTPONCTB
noka o4yeHb Mano. TecTUpoBaHUE U MOUCK YSI3BUMOCTEN B HUX NPOUCXOAUT HE Tak UHTEHCUBHO, kak Ans MK, 1o xe
camoe KacaeTcsl U MOOUIbHbIX MPUMOXKEHNA.

CoBpeMeHHble MOOWMbHble 6Gpay3epbl YXe MNpPaKTUYecku [OorHanuM HacTombHble aHamnork, oaHako
paclumpeHmne yHKLMOoHana BrieYeT 3a coboi 6osbLLIYI0 CITOXKHOCTL Y MEHbLUYHO 3aLLULLEHHOCTb.

[aneko He BCe MPOM3BOAUTENWN BbiNycKalOT OOHOBMEHWS, 3aKpbiBalOLWME KPUTUYECKME YA3BUMOCTM AnS
CBOWX YCTPOMCTB.

OcHoBHble coBeTbl Ans 6e3onacHOCTN MOBMNbHOro TenedoHa:



Hwuuyero He saBngaetcs no-HacTosALemy 6ecnnartHbIM. Eyﬂb OCTOpPOXeH, Beab Koraa Tebe npeanaratoTt

6ecnnaTHbIN KOHTEHT, B HEM MoryTt ObITb CKPbITbl KakKme-TO nnaTHble yCNnyru,

Oymaii, npexge 4em otnpaBute SMS, doTto nnn BMaeo. Tbl TOYHO 3Haelb, rge oHM OyayT B KOHEYHOM
utore?

Heobxoanmo o6HOBNATE ONepaLMoHHYI0 CUCTEMY TBOEro CMapTdOHa;
Mcnonb3yn aHTUBUPYCHbIE NporpamMMbl Anst MOBUMAbHbBIX TENedOHOB;

He 3arpyxaii NpunoXeHWst OT HEW3BECTHOrO WCTOYHMKA, Bedb OHW MOTYT COAepXaTb BPeAoHOCHOE
nporpaMmMHoe obecneyeHue;

lMocne Toro kak Thbl BblIAAELWb C CailTa, rae BBOAWUIT NMYHYI0 MHOpMaUmMio, 3anau B HacTpoku bGpaysepa u
yaanu cookies;

lMeprognyeckn NpoBepsi, Kakne nnaTHble YCNYrn akTMBMPOBaHbl HA TBOEM HOMEpE;
[dasawn cBon HoMep MOBUNbHOro TenedoHa TONbKO N0ASAM, KOTOPbLIX Thl 3HaELLUb U KOMY JOBEpSeLLb;
Bluetooth gomxeH 6bITb BhIKMOYEH, KOrga Tl UM He Nonb3yellbed. He 3abbiBan MHOrAa npoBepsiTb 3TO.

Online urpbl

CoBpeMeHHblE OHMNalH-Urpbl - 3TO KpacoyHble, 3axBaTbiBalollyMe pasBrieyeHns, oGbeauHsIIoLME COTHM
TbICAY YernoBek no Bcemy mupy. Urpoku mccnedyoT AaHHbIM UM MUp, OGLaloTCs ApYr C APYroM, BbIMOSHSOT
3afjaHusi, cpaxaroTCsl C MOHCTPaMK U NOMyYatoT OnbIT. 32 YA0BOMNLCTBUE OHW NMaTAT: MOKYNalT AUCK, OMnravnBatoT
aboHeMEHT unu NprMoGpeTatoT Kakme-To OnuuK.

Bce aTu cpeactBa vayT Ha noAadepaHue M pasBuMTME Urpbl, a Takke Ha caMy 6e30nacHOCTb:
COBEPLUEHCTBYHOTCS CUCTEMbl aBTOpM3auMu, BbIMYCKAKTCS HOBblE MaTyu (LMPPOBbLIE 3annaTku Afs Nporpamm),
3aKpbIBAKTCA YS3BUMOCTM CEPBEPOB.

B nogobHbIx nrpax CtouT onacaTtbCA He CTOJIbKO CBOMX COMNEPHUKOB, CKOJTIbKO KpaXu TBOEro naposnd, Ha
KOTOpPOM OCHOBaHa cucTtemMa aBTopun3aunnm OonblwMHCTBaA urp.

OcHoBHble coBeTbl N0 6e30MacHOCTV TBOEro UFPOBOIO akkayHTa:

1. Ecnu gpyroii urpok BegeT cebs nioxo unmn cosgaeT Tebe HenpuaTHOCTU, 3aBIOKUPYI ero B Cnvcke
NrPOKOB;

2. HO)KaHyVICFl agMUHNUCTPaTopam Urpbl Ha nNJyioxoe noBegeHmne 3Toro Urpoka, xXenatesibHoO NPpUurioXnTb
Kakne-To AoKa3aTesibCTBa B BUAEe CKPUHOB;

3. He ykasbiBai nu4yHyo nHdopmaLmio B npodanne urphbl;
4. YBaxai apyrux y4acTHUKOB MO Urpe;

5. He yctaHaBsnmBan HeouimnanbHble natim n Mogbl;

6. Vicnonb3yi crnoxHble 1 pasHble naponu;

7. [Oaxe BO BpeMs Urpbl HE CTOMT OTKMOYaTh aHTUBUPYC. [oka Tbl UrpaeLlb, TBOW KOMMbIOTEP MOTYT
3apasuTb.

PUWKHT Unn KpaXxa NMNYHbIX AaHHbIX

OOGbIyHOM Kpaken OeHer U JOKYMEHTOB CErofHsl YK€ HMKOrO He YAMBULIL, HO C PasBUTUEM WHTEPHET-
TEXHOMOIMI 3rI0YMbILLITIEHHUKM NEPEMECTUIMCE B MHTEPHET, U MPOAOIHKAT 3aHMMaTbCs "NnobumMbiM" genom.

Tak nosiBMNack HoBasi yrpo3a: UHTEPHET-MOLLIEHHUYECTBa UMM PULLIMHT, FNaBHas Lernb KOTOPOro COCToUT B
nonyyeHun KoHUAeHUnanbHbIX AaHHbIX NOMb3oBaTenern - NorMHoB M naponen. Ha aHrnuinckom saseike phishing
yntaeTca kak dpuwnHr (ot fishing - peibHas nosns, password - napons).

OcHoBHble coBeTbl N0 bopbbe ¢ hULLIMHIOM:

1. Cneau 3a cBOMM akkayHTOM. Ecnv Tbl nogo3peBaelub, YTO TBOsI aHkeTa Obina B3riomaHa, To Heo6xogumo
3abnoknpoBaTh €€ 1 COOOLLMTbL agMUHUCTPATOpPaM pecypca 06 3TOM Kak MOXHO CKOPEE;

2. Ncnonb3yn 6e3onacHble Be6-canThbl, B TOM YMCE, MHTEPHET-MarasmHoOB 1 MOUCKOBBLIX CUCTEM;



3. Mcnonb3yw crioxHble 1 pa3Hble naponu. Takum o6pa3oM, ecrnv Tedsi B3NOMatoT, TO 3M10YMbILLIIEHHUKN
nony4art A4OCTyn TOMbKO K OAHOMY TBOEMY NPOdUIio B CETU, a HE KO BCEM,;

4. Ecnu 1ebs Banomanu, To HeobxoaMMo npeaynpeamTb BCEX CBOMX 3HAKOMbIX, KOTOpble fo6aBneHb! y Teds
B ApPY3bsiX, 0 TOM, YTO Tebs1 B3nomanu 1, BO3MOXHO, OT TBOEro MMeHu ByLeT pacchinaTbCsi cnam U CCbInkn Ha
ULLNHIoBbIE CalThI;

5. YctaHoBu HagexHbin naposib (PIN) Ha MobunbHbIN TenedoH;
6. OTKMO4M coxpaHeHue napons B 6paysepe;

7. He oTkpbiBan hannbl 1 Apyrne BAOXEHUS B NMCbMax, Aaxe eCnn OHW NpULLNK OT TBoUX Apy3en. Jlydwe
YTOYHM Y HUX, OTNPABMSANN N OHKN Tebe aTn dannel.

Undposasn penyraums

LindpoBas penyTtaums - 370 HeraTMBHas unm No3nTMBHas uHdopmauus B cetn o Tebe. KomnpomeTtumpytoLlas
UHdopMaUns, pa3MeLLeHHas B MHTEPHETE, MOXET cepbe3HbiM 00pa3oM OTPasnTbCs Ha TBOEW pearibHOM >KU3HM.
"Lncbpoeas penytaumsa” - 3To TBOM UMUIX, KOTOPbIA hopMupyeTcst M3 MHpopMaumm o Tebe B MHTEPHETE.

TBOE MECTO XWUTENbCTBA, yqe6b|, TBOE (*)I/IHaHCOBOG nonoxexHune, ocobeHHOCTU Xapaktepa n pacckasbl O
Onun3Knx - BCe 3TO HaKanMBaeTCcs B CETU.

MHorne noapoCTKM JIETKOMBICNIEHHO OTHOCATCA K NyGnukaumMu nuyHol uHdopmauum B WHTepHeTe, He
NoHVMMas BO3MOXHbIX NocrneAcTBuit. Thl faxke He CMOXellb AoragaTtbCs O TOM, YTo dpoTorpadmsi, pasmeLleHHas 5
neT Hasaf, cTtana Npu4nHoN oTKasa NpPUHATL Tebst Ha paboTy.

KommeHTapuu, pasmelleHvne TBoux doTtorpaduii n gpyrne AencTBUS MOryT He NCYEe3HYTb Aaxe nocre Toro,
Kak Tbl UX yganuwb. Tbl He 3Haelb, KTO COXpaHun 3Ty MHOopMauumio, nonana N oHa B NMOWUCKOBbIE CUCTEMbI U
COXpaHuWnacb fiM OHa, a rnaBHOe: YTO MoAyMalT O Tebe OoKpyxawowme MAK, KOTopble HauayT U yBUOAT 3TO.
Hawntn nHdopmaumio MHOro net CnycTa CMOXeT Nobon - kak n3 Aobpbix NOGYXOEHUN, Tak U C HaMepeHnem
NPUYMHNTE BpeAd. OTO MOXKET ObITb KTO YrogHo.

OcHoBHble COBETHI MO 3aLuMTe LMdPOBON penyTaumm:
1. MNoagyman, npexae Yyem 4To-TO Ny6rMKoBaTb M NepegasaTthb y cebs B 6rore unm B coumarnbHON ceTu;

2. B HacTtpovikax npodunsa yctTaHOBM OrpaHNU4eHnss Ha NPOCMOTP TBOEro NpPodunsa 1 ero CoaepXmmoro,
caenaw ero Tonbko "ans apysen";

3. He paamellait 1 He ykasbiBait MHGOpMaLMIO, KOTOpasi MOXXET KOro-NnGo ockopGnsTe UK 0BUxXaTb.

ABTOpCKOE NpaBo

COBpeMeHHbIe LUKOJIbHUKN - aKTUBHbIE MOJib30OBaTes N Ll,M(prBOI'O npocCTpaHCTBa. OpHako ganeko He Bce
3HaKT, 4YTO MNOJib30OBaHNE MHOIMMU BO3MOXHOCTAMMU Ll,M(prBOI'O Mupa Tpe6yeT cobntogeHns npae Ha
MHTEeNNeKTyaribHyto COBCTBEHHOCTb.

TepMI/IH "I/IHTeJ'IﬂeKTyaﬂbHaﬂ cobCTBEHHOCTL" OTHOCUTCSH K pa3nnyHbIM TBOPEHUAM 4YerioBe4Yeckoro yma,
Ha4ynHada C HOBbIX M306peTeHI/IIZ N 3HaKoOB, 0603HAYarLNX COOCTBEHHOCTb Ha NPOAYKTbl U yCnyrun, n 3akaH4ymnBas
KHUramm, (*)OTOFpa(bI/IﬂMM, KI/IHOd)VIJ'IbMaMM N My3blKalibHbIMU NMpon3BeneHUAMN.

ABTOpCKME MpaBa - 370 NpaBa Ha UHTENIEKTYanbHY0 COOCTBEHHOCTb Ha NPOU3BEAEHNS HAYKW, NUTepaTyphl
M nckyccTea. ABTOpPCKME NpaBa BbICTYNalT B KAYECTBE rapaHTUM TOro, YTO MHTENNEKTYyarbHbIN/TBOPYECKUIA TPYL,
aBTopa He ByaeT HanpacHbIM, JacT eMy CripaBeanuBble BO3MOXHOCTU 3apaboTaTb Ha pe3ynbTaTax CBOero Tpyaa,
nonyyYnTb W3BECTHOCTb W npu3HaHue. HukTo 6e3 paspelleHuss aBTopa He MOXEeT BOCMNPOM3BOAWUTL €ro
npounsBefeHne, pacnpocTpaHaTb, NYONMYHO OEMOHCTPMPOBAThL, NpoaasaTb, MMMOPTUPOBATb, MyckaTb B MpoOKaT,
NyGNNYHO UCMONHATb, NOKa3bIBaTL/UCMONHATL B 3hMpe Unu pasMeLlats B MIHTepHeTe.

Wcnonb3oBaHue "nupaTtckoro” nporpamMmMHoro oGecnedyeHnst MoXeT NMPUBECTU K MHOMMM pUCKaM: OT noTepu
JaHHbIX K TBOMM akkayHTam 40 GrOKMPOBKM TBOEro YCTPOWMCTBA, FAe YCTAHOBIEHA HeferanbHas nporpamma. He
CTOMT Takke 3abblBaTb, YTO CYLLECTBYIOT feranbHble U 6ecnnaTHble NporpaMMbl, KOTOPbIE MOXHO HalTW B CETU.

O noprtane

CeTeBUYOK.p - TBOW [MaBHbIA COBETYMK B CeTU. 3OeCb Tbl MOXelb y3HaTb O Ge3onacHoOCTM B ceTu
MOHSTHBIM U JOCTYMNHbIM S3bIKOM, @ NPWY BO3HUKHOBEHMM KPUTUYECKON CUTYyaLumn obpaTUTbCs 3a COBETOM. A Takke
NPUHATL yyacTtume B KOHKypcax " cTatb caMbIM LM pPOBbIM rpaxgaHmHom!



Mpunoxenne N 3

NAMATKA Ans POAUTENEN O6 UH®OPMALMOHHOW BEE3OMNACHOCTU AETEMN

OnpepneneHne TepMuHa "MHOpMaunoHHast 6e3onacHocTb aeten” cogepxutca B degepanbHom 3akoHe N
436-93 "O zawmte geten OT MHPOPMALMK, MPUUUHSAIOLWEN Bpen MUX 300POBbIO U pasBUTUIO", perynupylolmm
OTHOLUEHMS, CBSI3aHHbIE C 3aLUUTON AeTen OT UHopMaunn, MPUYMHAIOLLEN Bpea UX 300POBbI0 U (Mnn) pa3BuTHIoO.
CornacHo paHHOMY 3akOHy "MH(OpMaumoHHas Ge3onacHoCTb AeTen" - 3TO COCTOsiHME 3alUULLIEHHOCTU, MpuU
KOTOPOM OTCYTCTBYET PUCK, CBSA3AHHbIN C MPUYMHEHEM MHpopMaumel Bpeda ux 30opoBbio U (Mnu) manyeckomy,
NCUXMYECKOMY, LYXOBHOMY, HPABCTBEHHOMY Pa3BUTUIO.

B cuny ®egepanbHoro 3akoHa N 436-®3 nHdopmaumen, NpUUnHSOLWLEN Bped 300POBb0 U (UNK) pasBUTHIO
neTen, ABnseTcs:

1. nHdbopmaLus, 3anpelleHHas ana pacnpocTpaHeHus cpeau aeten;

2. WHopMauus, pacnpocTpaHeHne KOTOPOW OrpaHMYEHO cpean aeTern onpeneneHHbIX BO3pacTHbIX
KaTeropwn.

3. K nHdopmavnmm, 3anpeLeHHon ansa pacnpocTpaHeHus cpeamn geTen, OTHOCUTCA:

4. nHbopmaums, nobyxaaroLwas eTen K COBEPLLEHUIO 4ENCTBUN, NPEACTaBNASOLWNX YIPO3Y UX XKU3HU U1
(Mrn) 300pOBbLIO, B T.4. MPUYMHEHMIO Bpea CBOEMY 3[0,0POBbIO, CAMOYOUNCTBY;

5. cnocoGHOCTb BbI3BaTb Y AETEN XenaHue ynoTpebutb HapKoTUYECKUE CpencTBa, NCMXOTPOMHbIE U (MnK)
ofypMaHuBaloLMe BellecTBa, TabayHble M3Oenusi, ankorofibHyl W CNUPTOCOAEepKallylo NPOAYKUMIO, MUBO U
HanMUTKK, M3rOTaBMNMBaEMble Ha €ro OCHOBE; MPUHSATb ydacTue B as3apTHbIX Urpax, 3aHMMaTbCs MPOCTUTYUMEN,
Opoas)KHNYECTBOM MUK NOMPOLLANHUYECTBOM;

6. o0bGocHOBbIBaKOLLasn Uy onpasgbiBaoLLas A0NYCTUMOCTb HACUINUS U (MIN) XECTOKOCTM Nnbo
nobyxxaarLuas OCyLeCTBNSATb HACUNbCTBEHHbIE AENCTBNUSA MO OTHOLUEHWUIO K MOAAM U XKUBOTHbIM;

7. oTpuuaroLiad CeMelHbIE LIEHHOCTU 1 CbOpMMpyPOLLI,aFI HeyBaXXeHne K pogutendam n (I/IJ'IVI) OpYyrum 4neHam
CEeMbM.

8. onpaegbiBatoLlas NPOTMBONPaBHOE NOBEAEHNE;
9. cogepxallasi HeLleH3ypHYI0 BpaHb;
10. cogepxallas nHpopmanmo nopHorpadmyeckoro xapakrepa.

K wnHopmaumum, pacnpocTpaHeHne KOTOPOW OrpaHNYeHo cpeauy aeTen onpeneneHHoro Bo3pacTa,
OTHOCUTCS:

1. VIH(*)OpMaLI,I/IFI, npeacrasndemas B Bunge M306pa)KeHI/IFI U onncaHmna XeCcTtokoCTH, (*)VISI/I‘-IGCKOFO n (VIJ'IVI)
NCUXNYECKOIro Hacunua, npectynneHna nnn nHoro aHTMOOLLLECTBEHHOIO AENCTBUS;

2. Bbi3blBaoLWlaa y ,que|7| CTpax, yXac unun naHuky, B T.4. npeacraBndemMasa B Buae |/|3o6pa>|<eHv|9| nnn
ONMCaHMSA B YHWKaKOLWEN 4enoBevyeckoe [OCTOMHCTBO (HOPME HEHaCUITbCTBEHHON CmepTu, 3abonesaHwus,
camoybuncTBa, HECYACTHOrO Criyyasi, aBapumn Unu katactpodbl 1 (Unn) X NOCNencTBUi;

3. npeacraBnsieMasi B BUAE M300paXKEHUS NN OMMCaHMS NMOSMOBLIX OTHOLLIEHWI MEXAY MYXXYMHON U
>KEHLLUMHOM;

4. copepxaLias 6paHHbIe CIoBa " BblpaXeHund, He OTHOoCALLneCa K HeueHaypHon 6paHM.

C ydeTtom atoro Bam npeanaratotcs npasuna paboTbl B ceT VIHTEpHET AN pasnnyHbIX BO3PaCTHbIX
KaTteropun, cobnogeHme KoTopbix NO3BONUT obecneunTb MHOPMAaLMOHHYI0 6e30MacHOCTb BalLUX AEeTEN.

O6wue npaBuna ansa poguTenemn

1. HesaBucumo oT Bo3pacTta pebGeHka ncnons3yinte nporpaMMHoe obecrneveHune, noMoratoLlee pubTpoBaThb
N KOHTpPONUpPOBaTb MHOPMALIMIO, HO HE MorarakTecb NOMHOCTLIO HA HEro. Balwe BHMMaHWe K peBeHKy - rnaBHbIf
MEeTOZ 3aLUnTbI.

2. Ecnn Baw pebeHok umeeT akkayHT Ha OAHOM M3 coumanbHbix cepsBucoB (LiveJournal, blogs.mail.ru,
vkontakte.ru u T.n.), BHUMaTENBHO U3Yy4NTE, KaKyld UH(OPMAaLIMIO NOMELLAIOT ero Y4acTHUKN B CBOUX NPOUNSAX 1
6norax, Bknio4as cotorpaduun n BUAEO.

3. MNpoBepbTe, C KakKMMK OpyrMMu canmTamu CBSi3aH coumanbHbin cepBuc Bawero pebeHka. CTpaHunuku
Bawero pebexka moryT 6bITb 6€30NacHbIMU, HO MOTYT U CoAepPXKaTb CChINKN HAa HeXenaTeNbHbIE U ONacHbIe CanTbl
(Hanpumep, NOPHOCANT, UM CanT, HA KOTOPOM ApPYr YNOMUHAET HOMEep COTOBOro TenedoHa Balero pebeHka unm
Baw gomaluHumn agpec)



4. MNoowpsante Bawwux geten coobwarts 060 BCeM CTPaHHOM WU OTTaNKMBAKLWEM W HE CITULLKOM OCTPO
pearnpynTte, Koraa oHW 3TO AenatoT (M3-3a onaceHus NnoTepsiTb A0CTYN K MHTEpHETY AeTU He roBOPSAT poantTensm
0 npobnemax, a Takke MOryT HayaTb UCMOMNb30BaTb IHTEpPHET BHE AOMa UM LLUKOMbI).

5. BygbTe B Kypce ceTeBow xn3Hu Ballero pebeHka. UHTepecynTech, KTO Ux Apy3bs B IHTEpHET Tak xe, Kak
UHTEepecyeTeChb peanbHbIMU OPY3bAMMN.

BospacTt o1 7 go 8 net

B WHTepHeTe pebeHOK cTapaeTcsi NOCETUTb T€ WU UHblIE CalTbl, @ BO3MOXHO M YaTbl, paspeLleHne Ha
nocelleHve KOTopblIX OH He nonydmn 6bl OoT pogutenen. Moatomy poauTensam oOcobeHHO nonesHbl dyayT Te
OT4eTbl, KOTOpble MNPEeAOCTaBMASTCA nporpammamMu MO OrpaHMYEeHU0 ucnonb3oBaHus WHTepHeTa, T.e.
Poautenbckuii KOHTPOMb UMK TO, YTO Bbl CMOXETE YBMAETb BO BPeMEHHbIX pannax. B pesyneTtaTe, y pebeHka He
OydeT owyuieHns, YTo 3a HUM BeOeTCs MOCTOSHHBIN KOHTPOMb, O4HAKo, poauTenu byayT no-npexHemy 3HaTb,
Kakve canTbl nocewaet ux pebeHok. [leTm B gaHHOM Bo3pacTte o6mafjatoT CUMbHbIM YYBCTBOM CEMbMW, OHU
[OBEpYMBbI U HE COMHeBalTCsA B aBTopuTeTax. OHu nobSAT urpaTb B CeTeBble WUrpbl M MyTeLecTBOBaTb MO
MHTepHeTy, CNonb3yst aNEeKTPOHHYIO NOYTY, 3aX0AUTb Ha CalTbl U YaTbl, HE PEKOMEHAOBAHHbIE POAUTENSIMM.

CoBeTbl No 6e3onacHocTu B ceTn NHTepHeT ansa aeten 7 - 8 net

1. CospganTe CNUCOK AOMALLHMX MpaBun nocelleHms MHTepHeTa npu yyactum geTten n tpedyinte ero
BbINOMHEHWS.

2. Tpebyite oT Bawero peGeHka cobnoaeHnst BpeMeHHbIX HOPM HaXOXOEHUs1 3a KOMMbloTepoM. [MokaxuTe
pebeHky, 4To Bbl HabnogaeTe 3a HUM He NMOTOMy YTo Bam 3aTo xoyeTcsi, a noTomy YTo Bbl GecrnokouTech o ero
Ge3onacHOCTU 1 Bceraa rotoBbl eMy NMOMOYb.

3. KomnbloTep ¢ nogkntoyeHnemM K IHTEpHETY AOMKEH Haxo0aMTbCst B OOLLEN KOMHATE No4 NPUCMOTPOM
poautenemn.

4. |/|Cﬂ0ﬂb3y17ITe cneunarnbHble JETCKME NMONCKOBbIE MaALLUWUHbI.

5. WNcnonb3synte cpeactsa 6nokMpoBaHNS HexxenaTernbHOro KOHTEHTa Kak AONOfIHEHWE K CTaHAapTHOMY
PoauTtensckomy KOHTPOTIO.

6. Co3faiTe cemeliHblil 3NEKTPOHHbLIN ALWMK, YTOBLI HEe NO3BONUTL AETAM UMeTb COBCTBEHHbIE agpeca.

7. BrioknpyiTe JOCTyn K canTam ¢ 6ecnnaTHbIMU MOYTOBLIMM SALLMKAaMU C MOMOLLbIO COOTBETCTBYIOLLENO
nporpaMmHoOro obecneyeHus.

8. MNpuyunte geten coBeToBaTbes ¢ Bamu nepeq onybnunkoBaHnem kakon-nmbo nHgpopmMauum cpeacTeamm
3MEKTPOHHOM NOYTbI, YaTOB, PErMCTPALMOHHLIX (POPM U NpodUnen.

9. Hayuute geTer He 3arpyxaTb hainbl, MporpaMMbl UM My3biKy 6e3 Ballero cornacusi.
10. He paspeluanTte geTsMm UCMNonb30BaTh CryXbbl MTHOBEHHOrO 0OMeHa coo0LLEeHnAMM.

11. B "GenbIin" cnncok camtoB, paspeLleHHbIX A4S NoCeLLleHNs, BHOCUTE TOMbKO CaiThbl C XOpOLUEen
penyTauuen.

12. He 3abbiBaviTe 6ecenoBaTth ¢ geTbMu 06 Ux Apy3bsix B VIHTEpHETe, kak ecnv Obl peyb Lwa o Apy3bsx B
pearibHOWN >XU3HMU.

13. He genante "taby" 13 BONPOCOB NOJIOBOM XM3HU, TaK Kak B VIHTEpHETE JeTN MOTYT NIerko HaTKHYyTbCA Ha
nopHorpaduio unn canTsl "agna B3pocnbix”.

14. MpwuyunTe Bawero pebeHka coobliaTtb BaM O MobbIX yrpo3ax Unu Tpesorax, CBA3aHHbIX ¢ MIHTepHeToM.
OcTtaBaiiTeCb CMOKOWHLIMW WU HanOMHUTE OEeTSM, YTO OHM B GE30MacHOCTM, eCniu caMu pacckasanu Bam O CBOMX
TpeBorax. [loxBanuTe Mx 1 NOCOBETYWTE NOAONTY elle pa3 B NOAOOHbIX Cryyasx.

Bospact getet ot 9 oo 12 net

B paHHOM BoO3pacTe OeTW, Kak MpaBwuSio, yKe HacrbilaHbl O TOM, Kakas MHdopmMauus cyllecTByeT B
MHTepHeTe. COBEPLUEHHO HOPMAaIribHO, YTO OHU XOTAT 3TO YBMAETb, MPOYECTb, ycnbiwaTtb. [py 3TOM HYXHO
NMOMHWUTb, YTO OOCTYN K HexenaTernbHbIM MaTtepuanaMm MOXHO nerko 3abrnokupoBaTb Mpu MOMOLLM CpeacTs
Poantenbckoro KOHTpons.



CoBeTbl No 6e3onacHocTu Aans aeten ot 9 oo 12 net

1. CospawTe CNMCOK AOMALLHUX NpaBun nocelweHnsa NHTepHeT npu ydactum aeten n TpebyiTte ero
BbINOMHEHWS.

2. Tpebynte ot Bawero pebeHka cobnogeHns HOpM HaXOXAEHUS 32 KOMMNbIOTEPOM.

Habniogante 3a pebeHkoM npu paboTe 3a KOMMbITEPOM, NOKaXuTe emy, YTo Bbl Gecnokonteck o ero
6e3onacHOCTW 1 BCEraa rotoBbl okasaTb emMy NMOMOLLb.

4. KomnbloTep ¢ nogkntoyeHnem B IHTepHeET AOMmKeH HaxoanTbesi B 0bLLe kKoMHaTe nog NpMCMOTPOM
poauTenen.

5. MCI'IOJ'IbSyIZTe cpeacTtea 6HOKVIpOBaHI/IF| HeXenaTeslbHOro KOHTeHTa Kak AonoJiIHeHNe K CTaHOapTHOMY
PO,EI,I/ITeJ'IbCKOMy KOHTPOJIO.

6. He 3abbiBaniTe NpvHUMaTh HEMOCPEACTBEHHOE y4YacTue B XM3HK pebeHka, becenoBaTtb C AeTbMU 00 MX
Opy3bsix B VIHTepHeTe.

7. HactauanTte, 4To0bl AETW HMKOr4a HE COornallanncb Ha NINYHbIE BCTPEYU C ApY3bsaMu No NHTEpHeTY.
8. MNo3BonsnTe OeTaAM 3axoOuTb TONMLKO Ha caiTbl U3 "0enoro” cnucka, KOTOpbIN co3ganTte BMECTE C HUMMN.

9. Mpuyunte OeTeill HUKOrAA He BblAaBaTb JIMYHYIO MH(OPMaLMIO CPpeacTBaMU 351IEeKTPOHHOW MOYThbl, YaToB.,
CUCTEM MIHOBEHHOTO 0OMeHa COOBLLEHMSIMU, PEFMCTPALMOHHBIX (DOPM, NNYHBIX NpoduUein 1 Npu perncTpaunm Ha
KOHKYpCbl B MIHTepHeTe.

10. Mpuy4nTe geten He 3arpyxatb nporpammbl 6e3 Bawero paspewerns. O6bACHNTE UM, YTO OHW MOTYT
Cry4YanHo 3arpysvTb BUPYCbl NN APYroe HexxenartenbHoe nporpammHoe obecneveHve.

11. Cospawte Bawemy pebeHKy orpaHNMYeHHYI0 y4eTHYI0 3anucb Ang paboTbl Ha KoMMbloTepe.

12. Mpuyunte Bawero pebeHka coobLiaTte Bam 0 NOOLIX yrpo3ax unm TpeBorax, CBa3aHHbIx ¢ MIHTepHeToMm.
HanomHuTe getam, 4to oHM B 6€30MacHOCTU, ECNY CaMu pacckasanu BaM O CBOMX TPEBOrax U onaceHumsx.

13. PacckaxuTte getam o nopHorpadumn B IHTepHeTe.

14. HactamBainTe Ha ToM, 4TOObI AETM NPeaoCTaBNANM BaM AOCTYN K CBOEN 3MIEKTPOHHOW no4yTe, YTobbl Bbl
y6eamnumcb, 4To OHU He 0bLLaTCA C HE3HaKoMLaMW.

15. OGbsACHUTE AETAM, YTO HEeNb3s UCMOSIb30BaTb CETb AN XYNMraHCTBa, pacnpoCcTpaHeHusl CnieTeH unm
yrpoa.

BospacT peteu ot 13 oo 17 net

B sTom BO3pacTe NOApOCTKM aKTUBHO MCMOMb3YIOT NMOMCKOBbIE MalUWHbI, NOMb3YHTCSA 3NIEKTPOHHOM NOYTOW,
cnyx6amMmy MrHOBEHHOro o6MeHa COOGLLUEHUSIMU, CKauMBatoT My3blky U (uUnbMbl. ManbymMkam B 3TOM Bo3pacTte
Gonblle MO HpaBy cCMeTaTb BCE OrPaHUYEHUsl, OHWU XaxayT rpyboro tomopa, asapTHbIX WUrp, KapTUHOK "ans
B3pocnbIx". [eBouku npeprnodmTaoT oblatbcss B 4aTax, Npu 3TOM OHW ropa3go Gornee 4YyBCTBUTENbHbI K
cekcyanbHbIM gomoraTenscteam B MIHTepHeTe.

3ayacTyo B JaHHOM BO3pacTe pOAMTENSM yXXe BeCbMa CrOXHO KOHTPONMpPOBaTb CBOWX AEeTen, Tak kak 0b
VHTepHeTe OHU yxe 3HaKT 3HaunUTenbHO Gonblue CBOMX poauTenen. Tem He MeHee, He OTnyckawTe aeTen B
"cBoboaHOe nnaBaHue" no NHTepHeTy. CTapanTecb akTMBHO y4acTBOBaTh B 00wWeHun pebeHka B IHTepHeTe.

BaxHo no-npexHemy cTporo cobntoaaTb npaBuna WHTepHeT-6e30macHOCTU - CcornaweHue  Mexay
poautenamu u getbMu. Kpome TOro, HeobxoaMMO Kak MOXHO 4alle MpocMaTpuBaTth OTYETHI O AESTENbHOCTU

neten B VHTepHeTe. CnegyeTr obpatvTb BHMMaHMe Ha HeobXOOMMOCTb COAepXaHusi PoOMTENbCKUX Mnaponen
(naponer agMMHUCTPaTOPOB) B CTPOrOM CEKpeTe M 06paTnTb BHUMaHNE Ha CTPOroCTb 3TUX Naponen.

CoBeTbl N0 6e3onacHOCTU B 3ToM Bo3pacTe oT 13 go 17 net

1. Cospgante cnNMCOK AOMalLHMX MNpaBun nocelleHuss NHTepHeTa npu yyacTum noapocTKoB U TpebywnTte
6e3ycnoBHOro ero BbinonHeHuns. O6roBopute ¢ pebeHKoM CNUCOK 3anpeLLeHHbIX CanToB ("4epHbIn CMCOK"), Yachl
paboTbl B VIHTepHeTe, pykOBOACTBO MO 00 eHnto B IHTepHeTe (B TOM Yucrie B YaTax).

2. KomnbloTep ¢ nogkntoyeHnem K cetm IHTepHeT AOMKeH HaxoauTbesi B o0LLEen KOMHaTe.

3. He 3abbiBante 6ecenoBath ¢ AeTbMU 06 nx Apy3bsix B VIHTEpHETE, O TOM, YEM OHU 3aHATHI TAKUM



obpasom, 6yaTo peyb MOET O APY3bsx B peanibHOM xusHW. CnpalunBaiTe o NoAsX, ¢ KOTOpbIMU AeTU obLLatoTcs
nocpeacTBOM Crnyk6 MrHOBEHHOrO o6MeHa CoobLLeHNAMM, YTOObI yBeanTbes, YTO 3TU N0AM M 3HAKOMBbI.

4. |/|CI'IOJ'Ib3yI7ITe cpencTtea 6J'IOKVIpOBaHVIF| HeXenaTesibHOro KOHTeHTa Kak AonoJIHeHNe K CTaHOAapTHOMY
PO,ClVITeJ'IbCKOMy KOHTPOIHO.

5. Heobxoanmo 3HaTb, kKakMMu Yatamu nonbaytoTtcs Bawwm getu. MNoowpante ncnons3osaHue
MOZiepupyemblx 4aToB 1 HacTamBanTe, YToObl AETU He 0BLannch B MPUBATHOM peXnme.

6. HactanBaiite Ha ToM, YTOObI 4ETN HMKOrAA He BCTpe4anncb JINYHO C APY3bAMU N3 CETU VlHTepHeT.

7. Mpuyunte OeTein He BblAaBaTb CBOK JIMYHYH WMHGOPMaUMIO CPEACTBaMU 3EKTPOHHOM MOYTbI, 4aToB,
CMCTEM MIHOBEHHOrO 06MeHa COOBLLEHUAMN, PEMMCTPALMOHHBIX YOPM, IMYHBIX NPOodUNen 1 Npu perucTpaumm Ha
KOHKYpCbl B VIHTepHeTe.

8. lMpuy4unTe geten He 3arpyxaTtb nporpammbl 6e3 Bawero paspelueHns. O6bacHUTE UM, YTO OHU MOTYT
CMy4yanHo 3arpy3nTb BUPYCbI NN ApYroe HexenartenbHoe nporpammHoe obecnedeHue.

9. MpuyunTte Bawero pebeHka coobluaTb BaM O NOGLIX yrpo3ax Uy Tpeeorax, CBsA3aHHbIX ¢ MIHTepHeToM.
HanomHuTe getsiM, 4To OHM B Ge30MmacHOCTM, eclv CaMy pacckas3anu Bam, O CBOWMX Yrposax WnuM TpeBorax.
MoxBanuTte UX U NOCOBETYINTE NOAOUTH ellle pa3 B NOAOOHbLIX Criyyasx.

10. Pacckaxute getam o nopHorpadpum B WUHTepHeTe. [lomormte mm 3awmututbCs OT cnama. Hayuute
NoapoCTKOB He BbldaBaTb B VIHTepHeTe CBOero pearnbHOro OfekTPOHHOro apgpeca, He oTBedvaTb Ha
HexenaTenbHble NMCbMa N UCMOMb30BaTh crieumarnbHble NoYToBble PUNBLTPHLI.

11. MpuyymTe cebst 3HAKOMUTLCS C cCanTamMu, KOTopble MOCELLaT NOAPOCTKN.

12. HaquTe neten yBaxaTtb OPYrnx B UHTEpPHETE. Y6eanTechb, YTO OHM 3HAKOT O TOM, YTO npasusa xopowiero
nosegeHunda ,CI,eI7ICTByIOT Be3[e - Aaxe B BUpTyaribHOM MUpeE.

13. OObsAcHUTE feTsM, Y4TO HU B KOEM CrlyYyae Henb3si ucrnosnb3oBaTb CeTb Anst XynUraHcTea,
pacnpocTpaHeHuWsl CNNeTeH UNK yrpo3 APYrUM FHOAsM.

14. O6cyauTte ¢ noapocTkamm Npobrembl CETEBbLIX a3apTHBIX UMP M X BO3MOXHbIN puck. HanomHuTe, yto
[AeTW He MOTYT UrpaTb B 3TW UIPbl COrMACHO 3aKOHY.

MocToAHHO KOHTpPONMpPYNTE Ucnonb3oBaHue NHTepHeTa Bawunm pebeHkom! 3TO He HapyLleHne ero IMYHOro
NpoCTpaHCTBa, a Mepa NPeAoCTOPOXHOCTU U NposiBNeHne Balen poautenbcko OTBETCTBEHHOCTU M 3a00ThI.




