NH®OPMALIMOHHAS ITAMSITKA
JJISA OBYYAKOHIUXCA
C KaXIbIM TOJ0M MOJIOJCKH B HHTEPHETE CTAHOBUTHCS OOJIbINE, a IIKOJIbLHUKHU
OJIHM M3 CaMbIX aKTHUBHBIX IOJIb30BaTeicii PyHeTa. Mexy TeM, IOMHMO OIPOMHOTO
KOJIMYECTBA BO3MOKHOCTEH, MHTEPHET HECeT W MpoOJeMbl. JTa MaMsTKa TOJDKHA
IIOMOYE TeOe 0€30IT1acCHO HAaXOIUTHCS B CETH.

KoMmnbroTepHbie BUPYChI

KoMIbrOTEpHBIE BUPYC - 3TO PA3HOBHUJIHOCTh KOMIIBIOTEPHBIX MPOrPaAMM,
OTJIMYUTENBHOW OCOOEHHOCTBIO KOTOPOM SIBIJISIETCS CIIOCOOHOCTh K pa3MHOXKEHUIO. B
JOTIOJIHEHUE K 3TOMY, BHUPYCBHI MOTYT IOBPEIUTh WM MOJHOCTHE) YHUYTOKUTH BCE
(ailibl U JaHHBIE, MOAKOHTPOJBHBIE IOJB30BATENI0, OT MMEHM KOTOpPOro ObuIa
3amylieHa 3apa)K€HHas IporpaMMma, a TakKKe IOBPEIUTh WM AK€ YHUUYTOXKHUTH
OINEpPALlMOHHYI0 CUCTEMY CO BCeMH (ailaMu B 11€IoM. B OOJIBIIMHCTBE CiIy4aeB
pacupoCTpaHsAOTCS BUPYChI UEPE3 UHTEPHET.

MGTOI[BI 3allIUTBI OT BPCAOHOCHBIX IIPOIrpaMM:

1. I/ICHOHBBYP'I COBPCMCHHBIC OIICPAlIUMOHHBIC CHCTCMbI, HMCIOIINUC CGpBGSHLIﬁ
YPOBCHB 3allUThI OT BPCAOHOCHBIX IIPOrpaMm;

2.1locTossHHO  ycTaHaBiuMBal mauytd  (uudpoBble  3alUIaTKH,  KOTOpPBIE
ABTOMATUYECKH YCTAaHABJIMBAIOTCA C LEJNbI0 JTOpaOOTKA MpPOrpaMMmbl) U JApPYTHE
OOHOBJIEHUSI CBOEH onepalMoHHON cucTeMbl. CkauMBail UX TOJIBKO C O(UIIHATBHOTO
caiita pazpaborunka OC. Eciu cyiecTByeT pekuM aBTOMATHYECKOrO0 OOHOBJICHUS,
BKJIIOYH €T0;

3.Pabotaii Ha cBoeM KOMIIBIOTEpPE TIOj] MpaBaMH TIOJB30BATENsA, a HE
aIMUHUCTpAaTOpa. OTO HE TO3BOJUT OOJBIIMHCTBY BPEIOHOCHBIX MPOTpamMm
WHCTAJUIMPOBATHCS HA TBOEM MEPCOHATLHOM KOMIIBIOTEPE;

4. Ucrionb3yld ~ aHTHBHPYCHBIE  MPOTPAMMHBIE  MPOAYKTHl  HM3BECTHBIX
IPOU3BOJIUTENIEH, C aBTOMAaTHUYECKUM OOHOBJIEHUEM 0a3;

5.0rpannub PU3NYECKUN JOCTYI K KOMIBIOTEPY JUIsl HOCTOPOHHUX JIUII;

6.cnonp3yil BHEIIHME HOCUTENM MH(OpManuu, Takue Kak ¢relika, IUCK WIn
(aiin U3 MHTEpHETA, TOIBKO U3 MPOBEPEHHBIX UICTOYHHUKOB;

/. He oTkpbiBali KOMMBIOTEPHBIC (ailyibl, TOJYyYCHHBIE W3 HEHAJICKHBIX
UCTOYHUKOB. Jlaxke Te (aiiibl, KOTOpbIE MpHCIail TBOW 3HaKOMbIN. Jlydie yTouHu y
HEro, OTIIPABJISLI JIU OH TeOe UX.

Ceru WI-FI

Wi-Fi - 310 He BujA mnepenavd JaHHBIX, HE TEXHOJIOTHsI, a BCETrO JIUIIb OpEHI,
mapka. Eme B 1991 romy HuuepiaHjckas KOMITAHUSI 3aperucTpUpoBajia OpeH.
"WECA", 4uyto o6o3Hauano cioBocodyetanue "Wireless Fidelity", xoTopsbrit
NepPEeBOUTCS Kak "0ecrpoBOHAs TOYHOCTh'".



Jlo Hamiero BpeMeHH JoIuIa Apyras abOpeBHarypa, KOTopas SIBISETCS TaKOH ke
TexHojorueit. 3to abopesuarypa "Wi-Fi". Takoe HazBanue ObLJIO 1aHO C HAMEKOM Ha
CTaHJapT BbIcIIel 3ByKoBoW TexHMKH Hi-Fi, uro B mepeBoge o3HadaeT "BhICOKas
TOYHOCTB".

Jla, OecriaTHBI HMHTEPHET-IAOCTYI B Kade, OTeIsIX W a’dporopTax SBISCTCS
OTJIMYHOW BO3MOXXHOCTHIO BBIXOJIa B MHTEpPHET. HO MHOTHE 3KCIIEpPThI CUUTAIOT, YTO
obmenoctynusie Wi-Fi cetu He SIBISIOTCS O€30M1aCHBIMH.

CoBeTblI 110 0€30MaCHOCTH Pa0dOTHI B 00MIEOCTYHBIX ceTssx Wi-fi:

1. He mepenaBaii cBOIO jMuHyr0 HHGOpMaLUI0 yepe3 oOmeaocTymnubie Wi-Fi
cetu. PaboTtas B HUX, KeJaTeJIbHO HE BBOJUTDH MAPOJIUA JOCTYIIA, JOTUHBI U KaKHE-TO
HOMeEpa,;

2.Wcnionb3yit W OOHOBJISIH aHTUBUPYCHBIE MpOrpaMMbl M Opanamayep. Tem
caMbIM Tbl 00€30MacHIllb ce0sl OT 3aKaUKH BUPYCa Ha TBOE YCTPOMCTBO;

3.Ilpu ucnonn3zoBanun Wi-Fi otkmoun ¢ynkuuo "OOmui noctyn K (daitiam u
npuntepam". JlaHHag GyHKOMS 3aKpbhiTa MO YMOJIYAHHIO, OJHAKO HEKOTOpPbIE
MOJIb30BATENM AKTUBUPYIOT €€ JIJIsl y1I00CTBA UCIIOJIb30BaHUs B paboTe Win yuele;

4.He ucnone3yit nyonnunbii WI-FI g nepenaun Tu4HBIX JaHHBIX, HAIIPUMED
JUISl BBIXO/IA B COLMAJIbHBIE CETH WJIU B DJIEKTPOHHYIO IIOYTY;

5. Ucnonb3yit TosbKo 3amuiieHHoe coeauHenue uepe3 HTTPS, a ne HTTP, T.e.
npu Habope BeO-azipeca BBOAU UMEHHO "https://";

6. B moOunbHOM Tenedone otkiaroun ¢yHkuuto "Tloakmrouenne k  Wi-Fi
aBToMarnuecku'. He momyckail aBTOMaTHUECKOTO MOAKIIOUEHUSI YCTPOUCTBA K CETAM
Wi-Fi 6e3 TBoero coriacusl.

ConunajbHbIe CeTH

CounasibHbI€ CETH aKTUBHO BXOJST B HAIly »XW3Hb, MHOTHE JIIOJAU pabOTaIOT U
KUBYT TaM IMOCTOSIHHO, a B Facebook yke 3apeructpupoBad MUJUIHAPA YEJIOBEK, UTO
SIBIISIETCSI OJIHOM CEObMOM BcCeX JKUTeled IulaHeThl. MHOrWe MOoJIb30BaTelIn HE
MTOHUMAIOT, YTO MHGOPMAIIUS, pa3MelIeHHAas UMH B COIMAIIBHBIX CETAX, MOXKET OBITh
HaliJlecHa W MCIOJIb30BaHa K€M YroJHO, B TOM YHCJE HE 00s3aTeNibHO C OJIaruMu
HaMEPEHUSIMHU.

OCHOBHBIE COBETHI IO OE30MACHOCTHA B COIMAIBHBIX CETAX:

1. Orpanunus cniucok apy3ei. Y 1e0s B Ipy3bsiX HE HOHKHO OBITh CIyYalHbIX U
HE3HAKOMBIX JIFOJIEH;

2.3amuMinai cBOI 4acTHYIO ku3Hb. He ykaspiBail maposu, TenedoHsl, aapeca,
JaTy TBOETO POXKICHHS U JAPYTYIO JUYHYIO HH(POPMAIUIO. 3II0YMBIIIIEHHUKA MOTYT
UCIOJIb30BaTh Jake MHPOPMALMI0 O TOM, Kak Thl U TBOW POJUTENHU IUIAaHUpPYETE
IPOBECTU KaHUKYJIbI;



3.3amuiai cBOK peryTanui - JEpXH €€ B YMCTOTe U 3ajaBail cebe BOIpPOC:
X0TeJ OBl ThI, YTOOBI IPyTHE TOJIB30BATEIM BHUACIH, YTO ThI 3arpykaemb? [logymaii,
MPEXKJE YEM YTO-TO OMYOJIUMKOBATh, HAMUCATH U 3arPy3UTh;

4.Ecnu Thl TOBOpHUILL C JIOAbBMH, KOTOPBIX HE 3Haellb, HE HCIOJb3YH CBOE
peanbHOE MMS U JPYTYIO JIMYHYI0O MH(POPMALMH: UMS, MECTO JKUTEJIbCTBA, MECTO
yueObl U Mpoyee;

5. M36erait pasmemenus ¢dororpaduit B MHTEpHETE, T/HE ThI H300paKeH Ha
MECTHOCTH, 110 KOTOPOH MOYKHO
OTIPEICTUTH TBOE MECTOIOJIOKECHHE;

6. [Ipu peructpanuu B COIUATBHON CETH HEOOXOIAMMO HCIOIB30BATh CIOKHBIC
MapoJiv, COCTOSIIUE U3 OYKB
u1U@p U ¢ KOJIMYECTBOM 3HAKOB HE MEHEeE §;

7.J1n conuanbHOW CETH, MOYTHl U JIPYTUX CANTOB HEOOXOIHWMO HCIOJIb30BaTh
passble maponu. Torna ecnu Te0s B3IOMAIOT, TO 3JI0YMBIIUIEHHUKH MOJIy4aT JOCTYI
TOJIBKO K OJTHOMY MECTY, a HE BO BCE Cpasy.

JJIEKTPOHHBbIE ICHbI' U

DONEeKTpOHHBIE JEHbIM - 3TO OYEHb YAOOHBIM crnocod miaTexeil, OJHAKO
CYIIECTBYIOT MOIICHHUKH, KOTOPBIE XOTAT MOTYyYUTh 3T JICHBTU.

BJICKTPOHHBIC JCHBI'H ITIOABUIIMCHh COBCEM HCAABHO WM HMMCHHO H3-3a 3TOI'O BO
MHOTI'HX T'OCYyJapCTBax 0 CHUX IIOP HC IIPOIIMCAHO ITPO HUX B 3aKOHAX.

B Poccun xe oHU (YHKIIMOHUPYIOT U O HHX YK€ IPOMHUCAHO B 3aKOHE, IJIe UX
pa3/IeNIoT Ha HECKOJIbKO BHUJIOB - aHOHMMHBIC M HE aHOHHWMHBIC. Pa3Huiia B Tom, 4ToO
AaHOHMMHBIC - O3TO T€, B KOTOPBIX pa3pemraeTcs TMPOBOAUTH oOmepanuu 0e3
UJCHTU(GUKAIIMKN TI0JIb30BaTENIsl, 2 B HEAHOHUMHBIX HICHTHU(UKAIUS IT0IH30BATENSA
SIBIISIETCS 00s3aTEIIHLHOM.

Taxxke crnemyer pasnuyaTh  OJEKTPOHHBIE  (UATHBIE JIGHBIW  (paBHBI
rOCyJapCTBEHHBIM BallOTaM) M DJJICKTPOHHbIE HedUaTHBIE JACHBIH (HE paBHBI
roCyJJapCTBEHHBIM BaJIIOTAM).

OcHOBHBIE COBETHI TIO 0€301MacHON PabOTE C IMEKTPOHHBIMU JICHBAMU:

1.TlpuBsbku K cueTy MOOWIBbHBINA TelaepoH. DTO camblii YAOOHBIA M OBICTPHIN
Croco0 BOCCTAHOBUTH JOCTyN K cueTy. [IpuBsizaHHbIii TenedoH MOMOXKET, €ciu
3a0y/emb CBOM TUIATSXKHBIA MMApOJib WIM 3aiJielllb HAa CalT C HE3HAKOMOTO
YCTPOUCTBA;

2.Ucnonp3yit omHopazoBble maponu. Ilocme mepexoma Ha  YCHUIICHHYIO
aBTOpU3aLMI0 Tebe yxke He OyneT yrpoxaTb OINAaCHOCTb KPaKW WM IepexBara
IIJJATEKHOTO MAPOJIS;

3. Boibepu cnoxubiit maposns. [IpectynHukam OyaeT He IPOCTO yraaaTh CIOXKHBIN
naposib. HagexHble mapoiu - 3T0 maposid, KOTOphIE COAep aT He MEHee 8 3HAKOB U



BKJIIOYAIOT B Cc€0sl CTPOYHBbIE M MPOMUCHBbIE OYKBBI, HU(PBHI U HECKOJIBKO CHMBOJIOB,
TaKkWe Kak 3HaK Jojuiapa, pyHTa, BOCKIUIATENbHBIN 3HaK U T.11. Hampumep, $tROng!;;

4.He BBOJM CBOU JTMYHBIEC JaHHBIE HA CaliTaX, KOTOPHIM HE JIOBEPSCIIIb.

DJIeKTPOHHASA MOYTA

DOneKTpoHHas MOYTa - 3TO TEXHOJOTUMsS W NPENOCTABISIEMBIE €0 YCIYIH I10
NEPEChUIKE U TMOIYYEHUIO SJIEKTPOHHBIX COOOIICHMM, KOTOPbIE pacHpelessiioTcs B
KOMIBIOTEPHON ceTH. OOBIYHO 3JIEKTPOHHBIN MOUTOBBIN SIIUK BBINVIAIUT CIIETYIOIINM
oOpa3zoM: HMs_MONb30BaTENA(@UMS_JIoMeHa. Takxke KpoMmMe Iepeaadyd IMpOCTOro
TEKCTa, UMEETCSI BO3MOKHOCTb NIEpeIaBaTh (paiibl.

OCHOBHBIE COBETHI 110 OE30IMaCHOM pabOTe C IEKTPOHHOM MOUTOM:

1. Hago BbIOpaTh MpaBUIJIbHBIA NOYTOBBIN cepBHC. B MHTEpHETE €CTh OrPOMHBIN
BBIOOp O€CIIaTHBIX MOYTOBBIX CEPBHCOB, OJIHAKO JIYYIlIE JOBEPSITh TEM, KOTO 3HACUIb
Y KTO NIEPBBI B PEUTHHTE;

2. He ykaszpiBail B JIHW4YHOW mouTe Ju4Hyro uHbopmanuio. Hampumep, myudiine
BBIOpaTh "My3bIKaIbHBIN (panaT@" unu "pok2013" Bmecto "Temal3";

3. Hcnonp3yit ABYX3TamHYK aBTOPH3AIMI0. DTO KOTJa IMMOMHUMO TapoJisi HY)KHO
BBOJMUTH KOJI, MpUCHLIaeMbIi 10 SMS;

4. BblOepu CHOXKHBIN Maposib. [ KaXJoro moyTOBOrO AIIMKA JOJIKEH OBITh
CBOM HAJEXKHbBI, YCTOWUYHUBBIN K B3JIOMY HapOJib.

5. Ecnu ecTb BOBMOXKHOCTh HaIllMCaTh CAaMOMY CBOM JIMYHBIMA BOMPOC, UCHIOJIBb3YH
3Ty BO3MOYKHOCTB;

6. cnonb3yii HECKOIBKO MOYTOBBIX AIIMKOB. [IepBbIii 411 YaCTHON MEPENUCKH €
aapecataMH, KOTOPBIM Tbl JOBEpPSEIIb. JTO JJIEKTPOHHBIA ajapec HE Hauo
MCIOJIb30BaTh IIPU PETUCTPALIUU Ha (pOpyMax U caiTax;

/.He oTkpsbiBail (haiilsibl U Ipyrue BIOXKEHUS B MUCbMaX, JIaXe €CIU OHU MPULIUIH
OT TBOMX Jipy3eid. JIydille yToOuHM Yy HUX, OTIPABJISLIIN JIK OHU TeOe 3TU (ailibl;

8.1locne okoHuaHus PabOTHI HA MIOYTOBOM CEPBHUCE MEPE 3aKPHITHEM BKJIAJKU C
caiiToMm He 3a0yap HaXxaTh Ha "Beriitu".

KuoepOyjmHr ujim BUPTyaJbHOE N3/1€BATEIbCTBO

KubepOymmHr - mpeciegoBaHrue COOOIMEHUSIMHU, COAEPKAIIMMHU OCKOPOJICHHUS,
arpeccuro, 3aIyTMBaHNE; XyJIUTAHCTBO; COMMAITBHOE OOMKOTUPOBAHUE C TIOMOIITBIO
Pa3TNYHBIX HHTEPHET-CEPBUCOB.

OcCHOBHBIE COBETHI 110 OOpHOE ¢ KHOEPOYITMHTOM:



1. He Opocaiics B 60o#. Jlyummii cnoco0: mOCOBETOBATHCA Kak ce0s BECTH U, €CIIU
HET TOTO, K KOMy MOXXHO OOpaTHThCS, TO BHAaYalle yCIIOKOUTHCS. Eciu ThI HaYHEUIh
OTBEYAaTh OCKOPOJCHUSIMU Ha OCKOPOJIEHHS, TO TOJIBKO elle OOJbIle pa30iOKelIb
KOH(JIMKT;

2.Y1paBisii cBoelt kubeppernyTaiuei;

3. AHOHUMHOCTD B ceTd MHHMasl. CyIIeCTBYIOT CIIOCOOBI BBISICHUTD, KTO CTOUT 32
AHOHUMHBIM AKKAYHTOM;

4.He crouT BECTM XYJUTaHCKHI 00pa3 BUPTyaldbHOW XKu3HHU. HHTEpHET
(ukcupyeT Bce TBOM JEHCTBUS M COXpaHAET HUX. YJaIUTh UX Oyner KpaiiHe
3aTPYAHUTEIIBHO;

5.Co0mroait CBOIO BUPTYaIbHYIO YECTh CMOJIOAY;

6. Urnopupyit enuuuuHbii HeraTuB. OTHOPa30BbIe OCKOPOUTETBHBIE COOOIIECHUS
Jydilie urHopupoBaTh. OOBIUHO arpeccus MpPeKpallaeTcss Ha HayaabHON CTauu;

/. ban arpeccopa. B mporpamMmmax oOMeHa MIHOBEHHBIMH COOOIICHUSIMU, B
COIIMAIBHBIX CETSIX €CTh BO3MOXHOCTh OJOKHUPOBKM OTIPABKH COOOIICHUN C
ONpeEICHHBIX aJPECOB;

8.Ecnmu Te1 cBuumerens kubepOysumHra. TBOM AEHCTBHS: BBICTYNHTH MPOTHB
npeciieoBaTeNsl, IO0Ka3aTb €My, 4YTO €ro JEHCTBHSA OLICHMBAIOTCA HETAaTHBHO,
noJJepXaTh JKEPTBY, KOTOPOH HyXHa TCHUXOJIOIMYecKas IOMOIb, COOOLIUTh
B3pOCJIBIM O (paKT€ arpeCCUBHOTO MTOBEACHHUS B CETH.

MooOunbHbIi TesaedoH

CoBpemeHHBIE cMapT(OHBI W IUIAHIIETHI COAEP)KAT B ceOe€ BIIOJHE B3POCIHBIN
byHKIIMOHAN, ¥ TEmepb OHU MOTYT KOHKYpUpPOBaTh CO CTallMOHAPHBIMU
KoMmnbroTepamMu. OAHAKO, CPEACTB 3alIUTHI ISl MOJOOHBIX YCTPOMCTB TOKAa OYECHBb
Masio. TecTupoBaHuEe U MOUCK YSI3BUMOCTEM B HUX ITPOUCXOAUT HE TaK MHTEHCHUBHO,
kak j1s1 I1K, 1o ke camoe kacaeTcss 1 MOOMIIBHBIX TIPHIIOKCHHM.

CoBpeMeHHbIE MOOWJIBHBIE Opay3ephbl YXKe MPaKTHYECKU JTOTHAIA HACTOJIHHBIC
aHaJIOTH, OJTHAKO pacilupeHre (yHKIIMOHAIA BICYET 32 COOOM OOJIBIIIYIO CIIOKHOCTh U
MEHBIITYFO 3alTUIIICHHOCTD.

I[EU'IGKO HC BCC TIPOU3BOAUTCIIN BbIITYCKAIOT O6HOBJ'ICHI/I$I, 3aKPbIBAIOIIUC
KPUTHYICCKUC YA3BUMOCTHU IJIsI CBOUX YCTpOﬁCTB.

OCHOBHBIE COBETHI JIJIs1 0€30MaCHOCTH MOOMIIBLHOTO TenedoHa:

- Huuero He siBrisieTcst mo-HactosuieMy OecriaTHbIM. Byab ocTopoxeH, BE/Ib
Korja tede mpeasiararoT OecIIaTHbI KOHTEHT, B HEM MOTYT OBbITh CKPBITHI KaKHE-TO
IJIATHBIC YCIIYTH;

- lymaii, npexae uem otnpaButh SMS, doto wim Buaeo. Trl TOUHO 3HACIID, T]IE
OHM OyIyT B KOHEYHOM MTOre?



- Heo6xo1umMo 0OHOBIISTH ONEpallMOHHYI0 CUCTEMY TBOETO cMapT(doHa;
- Ucnionp3yit aHTUBUPYCHBIE TPOTPaMMBI JIJ1 MOOMIIBHBIX TeNe(hOHOB;

- He 3arpyxaii NpUIIOXKEHHUS OT HEU3BECTHOTO HCTOYHHMKA, BEJAb OHU MOTYT
coJiepKaTh BPEIOHOCHOE MMPOrPaMMHOE 00ECIIEYEHUE;

- Tlocne Toro kak ThI BBIMIEIIL C CaliTa, TIe BBOAWJ JIMYHYIO WH(OPMAIHUIO,
3aiiiu B HaCTpOKH Opaysepa u yaanu cookies;

- Ileproanueckn TpoBepsiii, KakWe IUIATHBIE YCIIYyTH aKTUBHPOBAHBI HAa TBOEM
HOMEPE;

- I[aBaﬁ CBOM HOMCD MOOMIBLHOTO TGJ'IG(i)OHa TOJIBKO JIFOJAM, KOTOPBIX Thl 3HACIIb
U KOMY JOBCPACHID,

- Bluetooth momxeH ObITH BBIKIIIOUEH, KOT/Ia Tl UM HE Tojb3yelibes. He 3a0b1Baii
WHOT/Ia IPOBEPSITH ITO.

Online urpsi

CoBpeMeHHbIE OHJIAMH-UTPBI - 3TO KPACOUHbBIC, 3aXBATHIBAIOIIUE Pa3BIICUCHUS,
OOBEUHSIONINE COTHU THICSIY YEJIOBEK MO Bcemy Mupy. Urpoku ucciaemyroT NaHHbBIN
UM MHp, OOIIAIOTCS IPYT C APYTrOM, BBITIOJHSIOT 3aIaHMs, CPAKAIOTCS ¢ MOHCTPaMH U
MOJIYJarOT OMBIT. 3a YIOBOJBCTBHE OHM ILIATAT: TOKYMMAKOT JHUCK, OIJIAYMBAIOT
a0OHEMEHT WJTU PUOOPETAIOT KAKHE-TO OTIIHH.

Bce atu cpenctBa uayT Ha MOAAEp’KaHUE W Pa3BUTHE WIPbI, a TAKXKE HA camy
0€30MacHOCTh: COBEPIUIEHCTBYIOTCS CHCTEMbl ABTOPHU3allMU, BBIMYCKAIOTCS HOBbBIE
naTyu (LUQPpPOBbIE 3aIJIATKU JUIsl IPOTPaMM), 3aKPbIBAIOTCS YI3BUMOCTH CEPBEPOB.

B nono0GHBIX urpax CTOUT omacaThCs HE CTOJIBKO CBOUX CONEPHUKOB, CKOJBKO
KpaXH TBOETO Mapojs, Ha KOTOPOM OCHOBaHA CHCTeMa aBTOpH3AIlUHU OOJIBITHHCTBA
Urp.

OcCHOBHBIE COBETHI 10 0€30IaCHOCTH TBOET'O HUI'POBOI'0 aKKayHTa:

1. Eciiu apyroil urpok BeAeT ceOs IJIOXO0 WM co3faeT Tebe HENmpHUsSTHOCTH,
3a0JIOKUPYH €ro B CIIUCKE UTPOKOB;

2. Tloxanyiicss aIMUHHCTPATOpaM WIPhl Ha IUIOXO€ IOBEJIEHHWE 3TOTO HUIPOKa,
YKEJIATeJIbHO IIPUJIOKUTH KaKHe-TO J0KAa3aTesIbCTBAa B BUIE CKPUHOB;

3.He yka3zbiBaii inunyto nHGopMaluo B mpodaiie urpsl;
4.YBaxkail Ipyrux y4aCTHUKOB IO UIPE;
5.He ycranaBnuBail HeopuMaabHble MAaTYU U MOJIBI;

6.Vconb3yii c0KHBIE U Pa3HbIE TAPOJIH;



/. laxke BO BpeMs WMIpbl HE CTOUT OTKIIIOYaTh aHTUBUpYC. [loka Thl Wrpaemib,
TBOM KOMIIBIOTEP MOTYT 3apa3UTh.

@OUINUHT WIH Kpaika JINIHbIX JaHHbIX

OOBIYHOM Kpakel JEeHEr U JOKYMEHTOB CErOJHS YK€ HUKOTO HE YIAUBHIb, HO C
pPa3BUTHEM HMHTEPHET-TEXHOJOTHM 3TOYMBIIIICHHUKH MEPEMECTUIINCh B UHTEPHET, U
MPOJIOJIKAIOT 3aHUMATHCA " TIOOUMBIM" JIETOM.

Tax mosiBUnack HOBasi yrpo3a: UHTEPHET-MOLICHHUYECTBA WM (PUILUHT, TJIaBHAs
1eJIb KOTOPOTO COCTOUT B MOJyYEHUU KOH(PHUICHUUAIBHBIX JAHHBIX MOJIb30BaTENIEH -
JoruHoB W mapoJied. Ha anrimiickom s3bike phishing uutaercss kak (uUIUHT (OT
fishing - prioHas mosis, password - MapoJnb).

OcHOBHBIE COBETHI IO 00PHOE € (PUILTMHTOM:

1.CH€I[I/I 3da CBOMM aKKAayYHTOM. Ecau ThI [mogo3pcBacuib, 4YTO TBOA aHKCTA OnLIa
B3JIOMaHa, TO H€O6XOIII/IMO 336J'IOKI/IpOBaTI> cCHu COO6HII/ITB AIMUHHUCTPATOPaM peCypca
00 3TOM KaK MOKHO CKOpCC,

2. Ucnonw3yii Oe3omacHple BeO-CaiThl, B TOM 4YHCJIE, MHTCPHET-Mara3uHOB H
ITOMCKOBEIX CHCTEM;

3.Ucnonb3yit cloXKHBIE M pasHble Tapond. Takum oOpa3oM, eciu TeOs
B3JIOMAIOT, TO 3JOYMBIIUICHHUKH TOJydaT JOCTYN TOJBKO K OJHOMY TBOEMY
npo U0 B CETH, a HE KO BCEM;

4. Ecnu Te0s B37OMaJId, TO HEOOXOAMMO MPEIyNpPEIUTh BCEX CBOMX 3HAKOMBIX,
KOTOpbI€ JO0OaBJIEHbI Yy T€0sl B APY3biX, O TOM, YTO T€Os B3JIOMaJId U, BO3MOKHO, OT
TBOEr0 UMEHHU OYyJIeT pacchlIaThCs CIlaM U CChUIKM Ha (PUILIMHIOBBIE CANTHI;

5.¥YcranoBu Haaexubii napois (PIN) Ha MoOWIBHBIN TenedoH;
6.OTKII0UM coOXpaHEeHHe Mmapodisi B Opaysepe;

7.He oTkpsbiBail (pailsibl U Ipyrue BIOKEHUS B MUCbMAX, JAXE €CIU OHU MPUILIN
OT TBOMX Jipy3ei. Jlydllle yTouHU y HUX, OTTIPABIISIIN JIM OHU TeOe 3TU (Hailsibl.

Mudposasi penyrauus

[udposas penyraius - 3TO HEraTUBHAS WIM MMO3UTUBHAS MHPOpPMAIUs B CETU O
tebe. Kommpomerupyromas wuHbopMalus, pa3MeUleHHass B HMHTEPHETE, MOXKET
Cepbe3HBIM 00Pa30M OTPa3UThCA Ha TBOEH peanbHoM *)u3Hu. "Ludposas penyrauus" -
3TO TBOM UMUK, KOTOPHIHA hopmupyercs u3 nudopmanuu o Tede B UHTEPHETE.

TBoe mecTo XKUTENbCTBA, yueObl, TBOE (PMHAHCOBOE MOJIOKEHHE, OCOOEHHOCTH
XapakTepa 1 paccKasbl O OJM3KHUX - BCE 3TO HAKATUIMBAETCS B CETH.



MHorue mMOAPOCTKH JIETKOMBICIEHHO OTHOCATCS K MYyOJUKALUKA JIMYHOU
uHpopMaiuu B MHTepHeTe, HE MOHMMAasi BO3MOXKHBIX MOCIeACTBUIM. Thl maxe He
CMOJKeIIb J0rafatbCsi O TOM, 4YTo (¢oTtorpadus, pa3sMmelleHHas 5 JeT Hazajl, craia
NPUYMHON OTKAa3a NIPUHATH TeOs Ha paldoTy.

KomMmenTapuu, pasmemnienue TBoux (ortorpaduii u aApyrue AEUCTBUS MOTYT HE
MCYE3HYTh JTaXKE€ IOCJE TOr0, KaK Thl UX YJAadullb. Thbl HE 3HACIIb, KTO COXPAHUII ITY
uHbOpMaIlMIo, TIONaja JIi OHa B TMOMCKOBBIE CHCTEMBI M COXpaHWIACh JM OHA, a
[JIABHOE: YTO MOIYMAIOT O T€OE OKpYXKArOIIUe JIIOAN, KOTOPbIE HAMIYT U YBUIAT 3TO.
Haiitu wuHOpMmamuioo MHOro JEeT CIyCTS CMOXeET J000i - Kak u3 J00pbIX
noOyKJIeHUH, TaK U C HAMEPEHUEM MPUIUHHUTD BPEA. ITO MOXKET ObITh KTO YTOJTHO.

OcCHOBHBIE COBETHI 0 3aIIUTE MIUPPOBOM peImyTalUU:

1. Ilogymaii, mpexJie YeM 4TO-TO IMyOJIMKOBATh U MEPEIaBaTh y ceds B OJI0Te Uu
B COLIMAJIbHOW CETH;

2. B HacTpoiikax npoduis yCTaHOBU OIpaHUYEHUs Ha IPOCMOTP TBOETO Mpodus
Y €ro COAEPKUMOTO0, CAETIal ero TOIbKO "I 1py3en”;

3. He pa3memaii 1 He ykasbiBail HH()OpPMAIIHMIO, KOTOPas MOXKET KOro-JIM00
OCKOPOJISITH UJIM OOMKATh.

ABTOpCKOE NPaBo

CoBpeMeHHbIE MIKOJFHUKY - aKTHBHBIE MTOJIB30BATENH UG POBOTO MPOCTPAHCTRA.
OpHako Jajleko HEe BCE 3HAIOT, YTO MOJb30BAaHUE MHOTMMH BO3MOYKHOCTSIMHU
uM(ppoBOro Mupa TpedyeT CoOJIIOICHMS PAaB HA UHTEIUIEKTYAJIbHYI0 COOCTBEHHOCTD.

TepmuH "WHTEIEKTyaldbHass COOCTBEHHOCTH' OTHOCHUTCS K  Pa3JIMYHbIM
TBOPEHHUSIM YEJIOBEUYECKOrO0 YMa, HauyuHas C HOBBIX H300peTEeHUl U 3HAKOB,
0003HayalIKX COOCTBEHHOCTh HA MPOAYKTHI U YCIYTdM, U 3aKaH4YMBas KHUTAMH,
doTorpadusiMu, KHHOQUIEMaMH U My3bIKAJIbHBIMU TTPOU3BEACHUSMU.

ABTOpCKHE TMpaBa - 3TO IpaBa Ha HWHTEIUICKTYaJbHYI0 COOCTBEHHOCTb Ha
MIPOU3BEICHUSI HAyKH, JIUTEPATYpPhl M HMCKYCCTBAa. ABTOPCKHE IpaBa BBICTYNAIOT B
KayecTBE rapaHTUU TOTO, YTO MHTEJUIEKTYaIbHbIN/TBOPUECKUI TPyl aBTOpa He Oyner
HAIpacHbIM, JacT €My CIpaBeJIMBbie BO3MOXKHOCTH 3apaldoTaTh Ha pe3yibTaTax
CBOETO TpyJa, MOJYYUTh U3BECTHOCTh W Mpu3HaHue. HukTo 0e3 paspemieHus aBTopa
HE MOXET BOCHPOM3BOAUTH €ro TMPOU3BEACHHE, PACHPOCTPaHATh, MTyOIMYHO
JE€MOHCTPUPOBaTh, IMpOJaBaTh, HMIIOPTHPOBATh, IyCKaThb B MPOKaT, TyOJIUYHO
UCIIOJIHATD, TOKA3bIBATH/UCIIOJIHATH B 3Upe Uiu pazmeniats B UHTepHeTe.

Hcnonb3oBanue "MUpaTcKOro' mporpaMMHOIO OOECHEYEHHUS] MOXKET MPUBECTU K
MHOTHM PHCKaM: OT MOTEPH JaHHBIX K TBOMM aKKayHTaMm 10 OJOKHUPOBKH TBOETO
YCTPOMCTBA, T/l YCTAaHOBJIEHA HEJIeTalbHas mporpamMma. He cTouT Takke 3a0bIBaTh,
YTO CYIIECTBYIOT JieTalbHble U OECIJIaTHbIE MPOTPaMMbI, KOTOPHIE MOXKHO HANTH B
CETH.



O noprane

CereBU4oK.p( - TBOHM TJIaBHBIA COBETYMK B CETH. 3/1€Ch Thl MOXEIIb y3HATh O
0€30MacHOCTH B CETU NOHATHBIM W JOCTYIHBIM SI3bIKOM, a MpPU BO3HUKHOBEHHH
KPUTHYECKOM CUTyallud OOpaTUThCS 3a COBETOM. A TakKe NPUHATH ydacTUE B
KOHKYpCaXx M CTaTh CaMbIM [IU(POBBIM I'PaKIaHUHOM !



MMAMSATKA }
JUISI OBYYAIOIIMXCSI OB HHOOPMALIMOHHOW BE3OIIACHOCTH
JIETEN

HEJIb35

1. Bcem mopapsim cooOmaTth CBOIO YacTHYIO HWHGOPMAIUIO (HACTOAIIUE WM,
damunuio, TenedoH, aapec, HOMEp IIKOJIbI, a Takke ¢oTtorpaduu CBOU, CBOECH CEMbH

U py3en);

2. OTKpBIBaTB BJIOXXCHHBIC (baﬁﬂbl BHGKTpOHHOﬁ IIOYTHI, KOI'ZJa HC 3HACIIb
OTIIPABUTCIIA,

3. 'pyOuTth, TpuaAMpaThCs, OKa3bIBaTh JABICHHUE - BECTH CE0S HEBEKIIMBO U
arpecCUBHO;

4. He pacnopsikaiicst JeHbraMu TBOEH ceMbH 0€3 pa3pelleHus CTapuIuX - BCETAa
CIIpalIMBal pOAUTENEH;

5. He BcTpeuaiica ¢ IHTepHET-3HAKOMBIMH B PEAJIbHOM JKU3HU - MOCOBETYICS CO
B3POCIIBIM, KOTOPOMY JTOBEPSEIIb.

OCTOPOXKHO

1. He Bce numyT npasay. Uuraems o cebe Henpapny B MHTEpHETE - cOOOIIM 00
STOM CBOMM POJIUTEIISIM HITH OTIEKYHaM;

2. [lpurnamaroT nepenuchiBaThCs, UrpaTh, OOMEHHBATHCA - MPOBEPb, HET JIH
IIOJBOXA;

3. HezakonHnoe xonupoBanue (aitioB B UHTEpHETE - BOPOBCTBO;

4.Bcerna pacckasbiBail B3pOCIIBIM O MPoOIeMax B CETH - OHU BCET/1a IOMOTYT;

5. Ucnonb3yil HacCTpOWKM O€30MaCHOCTH M MPUBATHOCTH, YTOOBI HE MOTEPATH
CBOM aKKayHTHI B COLICETSIX U APYTHX MopTajax.

MOXKHO
1. VYBaxail 1pyrux noJjib30BaTeliei;
2.1Tonb3yembes MHTEpHET-UCTOUHUKOM - JIENIail CChUIKY Ha HETO;
3.OTKpBbIBali TOJBKO T€ CCHUIKH, B KOTOPBIX YBEPEH;

4. O6HIaTBC}I 3a IOMOMIBIO B3POCIIBIM - pOAUTCIIN, OIICKYHbI 1 aIMUHUCTpALUA
CalTOB BCCr/Ja 1MoOMOryT,



5. Ilpotiau oOydenwne Ha caiite "CeTeBHUOK" M MOTyUH MACIOPT MU(PPOBOTO
rpaxjaaHuHal



